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Introduction 

Welcome to the Illinois State Police Repository Solution 

The NIBRS (National Incident-Based Reporting System) Repository Solution provides a secure 

portal for collecting Uniform Crime Reporting data. This web-based portal is offered to users from 

local Law Enforcement to facilitate collection of this required information. Please contact your 

administrator if you require login credentials to access this website. 

This manual is intended for Illinois NIBRS Agency Users. This includes Agency Contributors 

who are responsible to submit monthly data files from your local law enforcement agency to the 

State. The manual also covers functions specific to the Agency Administrators who are 

responsible to manage their agency and user details, in addition to submitting monthly data. 

Content which applies only to agency administrators are clearly marked. 

For information regarding the State and the FBI reporting policies and procedures including 

specifications, please contact the state organization. This content is not intended to cover policy. 

It is written for the user to have a full understanding of the solution that was designed to enable 

law enforcement to meet state NIBRS reporting requirements. 

The state NIBRS Repository Solution allows you to: 

• Enter NIBRS Data 

• Upload NIBRS Data Files 

• Submit Zero Reports 

• View Prior Upload File Summaries 

• View and Analyze Upload Errors 

• Search for Records 

• Generate NIBRS Reports 

• Send and Receive Messages 

• Receive Alert Notifications 

• Update Your User Profile 

• Run Reports on NIBRS data 
 

Additionally, Agency Administrators can: 

• Manage agency and agency user details 

• Review agency activity log 
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Chapter 1: Login 

Overview 

 

Introduction Login Page 

 

The Login Page is used to log in and access the Illinois State Police NIBRS 

Repository.   

 

This chapter provides the user with the information necessary to log in to  

the repository for the first time and beyond. Users will establish challenge 

questions and learn the steps for resetting a password, and be given 

instructions for what to do when the user login fails.  

 

The Login page is also used to reset a user’s password from outside the 

repository (if the user set up Challenge Questions during first log in or from 

the Profile page). 

 

 

 

 

  



  Login 
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Logging in to the Repository for the First Time 

 
Temporary Password E-Mail 

A new user will receive an auto-generated email sent from the repository by the administrator. 

The email includes a temporary password so the user can enter the repository for the first time 

(see example below): 

 

 
 

 

Once the user highlights and copies the temporary password and clicks the “here” link, the user 

will be taken to the Repository login page. 

 

The Login page is shown next: 
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It has the following components: 

• Username: The username is entered here. (The username is assigned by the 

administrator.) 

 

• Login Button: Click ‘Login’ to log in to the repository. 

 

• ‘Forgot Your Password?’: The link is used to reset passwords from outside the 

Repository (but only if Challenge Questions have been set up and answered. This is 

discussed in this chapter and in more detail in the User Profile chapter.) 
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Procedure: Follow the steps below to log in to the repository for the first time:  

Step Action 

1  

 

2  Enter Username assigned by the system administrator 

 

3  Enter (paste or key in) the temporary, auto-generated password given to the user in 

the Temporary Password letter.  

 

4  Click ‘Login’. 

 

5  If the username and temporary password are valid and entered correctly, the user will 

be logged into the repository and will be prompted to set a new password: 
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The new user will enter the system-generated temporary password first, following by 

the user’s new password. Then the user must confirm the new password again and 

click the green ‘Reset Password’ button. 

 

 

 

6  The ‘User Information’ (Profile) page opens. 

 

The user must now answer three Challenge Questions from the User Information 

page. This is so the user can reset his/her password at any time from outside the 

repository without having to contact a System Administrator for help.  
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7  The user clicks the purple ‘New Challenge Question button.   

 
 

The user must answer three Challenge Questions one at a time, as shown in the 

example below: 

 
 

8  The user must save each Challenge Question by clicking the green ‘Save Challenge 

Question’ button.  

 

 
 

Now the user can click the ‘Return to My Profile’ button. 
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The user should click ‘New Challenge Question’ again for a second Challenge 

Question. Repeat for the third Challenge Question. 

 

 
 

The three Challenge Questions are now saved: 

 

 
 

 

9  Now the user can work within the repository. 
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How to Log in to the Repository 
 
Now that Challenge Questions are answered, the user can log in and work in the repository. 

 

Procedure: Logging into the Repository 

Step Action 

1 The user logs into the Repository by entering the username assigned by the 
administrator and the password the user set during first log in. 
 

 
 

2 Click the green ‘Login’ button to log in to the repository 

 

3 If username and password are valid, the user will be logged into the repository and will 

see the ‘Welcome/Home’ page. 

4 If username and/or password are invalid, the user will see the Login Failed screen: 
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5 Click ‘Go Back’. 

 
6 Repeat from Step 1 

7 If the user’s login attempt fails three times, the account will be locked. The user  
can click the ‘Forgot your password?’ (as highlighted in red below) to answer a preset 
Challenge Question 
 

 
 
 
Or the user can contact the administrator to unlock the account. 

 

 

 

Resetting the Password (Using ‘Forgot Your Password’) 

The reset screen below appears.  

 

Note: The password can also be reset after login from “User Profile”.  This will be discussed in 

the chapter “User Profile”.  
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Procedure:  Follow the steps below to reset your password from outside the repository: 

Step Action 

1 On the login screen click ‘Forgot Your Password’. 

 
 

2 On the next window Enter your Username, and registered Email. 

 

3 

Click ‘Next’.    

4 If the username and email combination are invalid, the user will see the following screen. Go 

back to step 1 to try again, or contact the administrator. Continue to next step if this is not the 

scenario. 

 

 

5 If the username and email combination are valid, the user will only be able to reset the 

password if a challenge question has been registered. If no challenge question is  

registered, the user will need to contact the system administrator. Setting up Challenge 

questions is discussed in more detail in the chapter “User Profile”. 

 

Continue to next step if this is not the scenario. 
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6 If the username and email combination are valid, and the user has registered a Challenge 

Question, then he/she will be prompted to answer the question. Enter the answer.  

 

 

7 Click ‘Submit’. 

8 If the answer is incorrect, the user will be prompted to re-enter the answer.  

  

 

Go to Step 6. The account will lock if the answer is incorrect 4 times. The user will need to 

contact the administrator to unlock the account. If the answer was correct, go to the next step. 

 

9 If the answer is correct, a system-generated temporary password will be sent to the user’s 

registered email address. 

  

For example, this is a similar temporary password email notification (the temporary  

password has been changed for this training manual). Follow the directions in the email. Copy 

the temporary password. Then cllick the blue  ‘here’ link to access the application. 
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10 On the login screen, enter your username and paste or type the temporary password  

received on your your registered email address, and click ‘Login’. 

 

 

11 You will be logged in and prompted to reset your password.  

 

 

12 Enter the temporary password received in the email as your ‘Current Password’. 

13 Enter a new password. 

14 Confirm your new password. 

15 Click ‘Reset password’.  
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16 Password will be reset and the following confirmation is received at the top of the  

repository: 

 

and you will then be redirected to ‘Profile’. Remember this new password, and continue 

accessing the repository. 



  
  
  Conventions and Navigations 
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Chapter 2: Conventions and Navigation  

Overview 

 

Introduction In this chapter, general navigation of the repository is discussed. This 

chapter covers navigational and grid features. These features are consistent 

throughout the repository.  

 

 

Conventions and Navigational Features 

 

Introduction The number of Menu Items available is determined by the security profile that 

your administrator assigned. Screen shots within this guide may show more 

or fewer sections than available. 

 

Menu Bar The Menu Bar on the left side of the window displays the main modules of 

the repository. Administrators assign privileges, which grant you access 

rights to certain sections of the repository. Click on a menu item to display its 

dropdown menu.  

 

 
 

The Menu Items include: 

1. Home 
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2. File Imports 

a. Uploads 

b. Upload a File 

c. Upload File Summaries 

d. View FBI EDS Files 

3. Data Center 

a. Search 

b. Working Items 

c. New Incident Report 

d. New Arrest Report 

e. New Zero Report 

f. New ONFS Report 

g. New ARD Report 

4. LE Employee Data 

5. Messages 

a. Received Messages 

b. Sent Messages 

c. New Message 

6. Report Center 

a. Reports 

b. Custom Reports 

c. Dashboard 

7. FAQ 

a. FAQ 
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Breadcrumbs 

Navigational 

Path 

Links that are located below the repository banner indicate the navigational 

path.  

 

 
 

A double colon (: :) separates each area to reflect the hierarchy of where you 

are in the portal. To navigate to a section, click the name of the section in the 

navigational path. 

 

Grid Features 

The repository features a grid in multiple places to make data presentation, sorting and 

searching easier. Each grid has the following features: 

 

Pagination 

 

• The pagination feature on the bottom left corner of the grid allows users to page through 

the available reports. 

• The grayed-out number indicates where the user is currently in the grid. In the above image 

the user, is currently on Page 1. 

• All other white numbers are clickable and will take the user directly to that page of the grid. 

• The “>” takes user to the next page of the grid. 

• The “>>” takes the user to the last page of the grid. 

• The “<” takes user to the previous page of the grid. 

• The “<<” takes the user to the first page of the grid. 

 

‘Go to Page’ Drop Down 

 

• The ‘Go to Page’ drop-down feature next to the pagination grid allows a user to select and 

access a specific page. The user can type the page number, or select from the drop down. 

• Typing or selecting the page number will directly take the user to that page in the grid. 

 

‘Row Count’ Drop Down 
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• The ‘Row Count’ Drop down allows the user to select the number of reports to show on one 

page.   

• Selecting a different row count from the dropdown allows the user to view the specified 

number of rows on the page. 

 

Row Numbers 

 

• The row numbers indicator is visible on the bottom right of the grid. 

• The user can see the total number of rows in the grid, and the number of rows currently 

visible. 

 

Collapse 

 

 

• The user can collapse the grid by clicking on the upward arrow in the top right corner of the 

grid, and make it visible again by clicking on the downward arrow. 

 

Notes 

 

• By default, the grid is sorted to show the most recent submissions first (Here recent refers 

to the actual submission date). 

• By default, the row count is set to 10. 
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Chapter 3: Home Page 

Overview 

 

Introduction The Home Page is the gateway into the repository, giving the user, an 

overview of the published news, his/her messages, and alerts and tasks. The 

Home Page varies based upon the user role.  

 

The user lands on the Home Page after successfully logging into the 

repository as discussed in the Login Chapter. The Home Page features: 

1. Welcome Message 

2. Left Menu bar 

3. Bread Crumb 

4. Profile 

5. Resources (two locations) 

6. Logout  

7. Alerts 

8. Messages (including two locations for Received Messages) 

9. News 

10. Upload Status 

 

This section also reviews the home page features. The news and resources 

are consistent for all users.   
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Welcome 

Message  

 

 

 

 

 

 

 

 

 

The Welcome Message displays the Greeting, Name of the User and User 

Agency  

                                                                    

 

 

 

  

 

 

Menu Bar The Menu Bar on the left side of the window displays the main modules of 

the repository, as discussed in the Conventions and Navigation help section. 

Administrators assign privileges, which grant users access rights to certain 

sections of the repository. The modules that appear in the left menu bar may 

differ depending on your responsibilities. Click a menu item to display its 

dropdown menu.  

Breadcrumbs 

Navigational 

Path 

Menu 

Bar 
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Bread crumb 

 

 

 

Links that are located below the State Police or SwiftRepository banner 

indicate the navigational path. This path expands or contracts as the user 

navigates throughout the repository. The user can click the Home hyperlink 

to move quickly back to the Home page. 

 

 

Logout 

Option 

Click ‘Logout’ under the username in the top right corner of the portal to 

safely log out of the repository.  

 

 

Alerts Click the ‘Bell’ icon on the top right corner of the repository next to the 

‘Message’ icon to access Alerts. Alerts will be discussed in detail in the Alerts 

Chapter. 

 

 

Messages Click the ‘Message’ icon on the top right corner of the repository to access 

messages. Messages are discussed in detail in the Messages Chapter. 
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News The News section on the home page displays news items as created by the 

administrator.  

 
 

• Drag the Scroll bar in the news section to read through the news. 

• Click the ‘Dots’ and ‘Arrows’ icons to access other news 

items if more than one item is available. 

 

Resources Resources on the home page display resources for the user to download as 

made available by the administrator. Resources are discussed in detail in the 

Resources Chapter. 

 

 

• Click [Download] to download a resource 

• Click the “Dots”  and “Arrows” icons to access other 

resources. 

 

A second Resources location is in the upper right corner of the repository, in 

the Login dropdown menu.  

 



  Home Page 

                                                ©Optimum Technology Inc., All Rights Reserved  27   

Upload Status Upload Status is split into two parts: 

• Validation Statistics 

• Recent Uploads 

 

Validation Statistics show the breakup of valid and invalid incidents/arrest 

reports in the user’s last submission.  

 
 

Recent Uploads show the details of the most recent submissions made by 

the user. The details include: 

• File Name 

• Arrival Date 

• Upload Status 

• View (click the blue arrow for more information about the file upload) 
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Chapter 4: User Profile 

Overview 

 

Introduction User Profile 

User Profile stores details about the user, user preferences, and for most 

states manages passwords. 

 

Where in the Portal is the Profile Page? 

 

Where is   

Profile? 

The Profile page can be accessed by clicking on the user’s name on the top 

right of the portal.  

 

 
 

The user can click ‘Profile’ to access his/her profile page. 
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Profile  
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Description 

The profile gives the user access to his/her user details, communication preferences, login 

preferences, data editing preferences, challenge questions, assigned roles and agencies. The 

user is able to view/update contact details under communication preferences section, set data 

editing preferences, view/update login details under ‘Login Preferences,’ view/update ‘Challenge 

Questions’ for accessing the repository if password is forgotten (if applicable), and view the 

roles and agencies assigned to him/her. 

 

User Information 

 
 

User Information section includes the following details: 

 

Login: This is the login name provided by the administrator. The user cannot edit this. 

First Name: User’s First Name. User can edit this. 

Last Name: User’s Last Name. User can edit this. 

Job Title: User’s Job Title. User can edit this. 

Comments: User can add any relevant comments. 

 

Challenge Questions 
 

When the new user logs in to the SWIFTREPOSITORY the following Challenge Questions 

message appears in green:  
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Users should set up three Challenge Questions so that if they forget their passwords when 

logging in to the Repository, they can answer a Challenge Question to gain access without 

having to contact a system administrator for assistance. 
 

 
 

Challenge Questions section is a list of predetermined questions the user must answer in the 

case of a security incident, or to help when resetting a password (from outside the repository). 

Users cannot create different questions (administrators do), but they can pick a different 

question to answer from those given. 
 

Challenge Question: The screen below appears after clicking the purple “New Challenge 

Question” button:   
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Procedure: Follow the steps to set up a Challenge Question from Profile. 

Step Action 

1  In Profile, under Challenge Questions, click ‘New Challenge Question’. Alternatively, 

if the user profile already has a challenge question set up, proceed to Step 2. 

 

2  Click the down arrow next to the existing question to pick a different Challenge 

Question. 

 

3  Select a Challenge Question from list of available challenge questions in the drop 

down. Enter an Answer for the Challenge Answer. 

 
 

4  Click ‘Save Challenge Question’ to save the question and corresponding answer. 

   

 

 

Communication Preferences  

 
 

Communication Preferences include the following details: 

 

Work Phone Number: User’s Work Telephone Number. User can edit this. 

Mobile Phone Number:  User’s Mobile Telephone Number. User can edit this. 
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Email: User’s registered email address to receive login alerts, password reset notifications and 

submission alerts. User can edit this. 

Email Messages: This is a switch for the user to choose whether he/she wishes to receive 

email messages or not from other users of the repository. 

Email Alerts: This is a switch for the user to choose whether he/she wishes to receive system-

generated email alerts. Click ‘YES’ to receive system-generated email alerts. 

Edit Alert Subscriptions: This button is used to select specific alert subscriptions. 

 

Event Subscriptions: This page appears after clicking the Edit Alert Subscriptions button: 

 

 

 

Procedure: Follow the steps to Edit Alert Subscriptions 

Step Action 

1  In the profile page, under the Communication Preferences section, click the ‘Edit Alert 

Subscriptions’ button: 
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2  The Event Subscription page captured above appears. Click the switch to enable 
system-generated alerts for selected events. The user can set it to YES to enable 
alerts or set it to NO to disable alerts for any event. 

  

User alerts pertain to user-related, system-generated events. (Agency alerts and 

system alerts are for administrators or those with permission, not NIBRS 

contributors.) 

 

Alerts will then appear in the Alerts section in the top right of the Repository, identified 

by the bell icon , and also to the email address of the user (to be read from 

outside the Repository) if permission to receive those alerts is given by the user. 

(Again, alerts are activated by setting the toggle switches to YES from the  

Event Subscription page.) 

3  Click ‘Update Event Subscriptions.’ 

 

The new event Subscription Preferences will be saved.  

4  Click the ‘Return’ button to go back to the Profile. 

   

 

 

Examples of Event Subscriptions 

 

If the toggle switch is set to YES, the user receives alerts such as: 

 

• ‘Successful Login,’ ‘Failed Login,’ and ‘User Went Over Number of Invalid Logins’ — 

The user receives system-generated notifications whenever he/she logs in or out of 

the repository, or goes above three invalid login attempts. This alerts would be 

important for security reasons. 

• ‘Successful Password Reset’ — The user receives system-generated notifications 

whenever the user resets his/her password from within the repository. This, too, would 

be important for security reasons. 

• ‘Import File Processing Started’ and ‘Import File Processing Completed’ — The user 

receives system-generated notifications whenever the user initiates a file upload or 

when the upload is finished. Alerts can also be generated if the import file processing 

stopped (‘Import File Processing Stopped’) or had an error (‘Import File Processing 

Error’) during the upload. 
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By having these Event Subscriptions set to ‘YES’ the user will be alerted from inside or outside 

the repository. 

 

Data Editing Preferences  

 

Data Editing Preferences can be set so that when the user is inputting incident and arrest data, 

the information will be automatically saved if the Default Auto Save toggle switch is set to ‘Yes’.  
 

 
 

If the user makes errors when inputting, and if the Default Display Errors toggle switch is set to 

‘Yes’, then the repository will immediately display error messages. The user can then make the 

appropriate changes and the error messages will go away.  

 

The Default Visualize toggle switch, if switched to ‘Yes’, allows the user to see a flat file-style 

representation of his/her entered data as it will be submitted to the repository. 

 

From Data Editing Preferences the user can turn these three features on (‘Yes’) or off (‘No’). 

 

Login Preferences  
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Login Preferences include the following details which the user can review to monitor account 

security: 

 

 

Default Agency: Default Agency is preset by the Administrator or person with the correct 

permissions.  

Last Password Reset Date: Date and Time of Last Password Reset. 

Number of Failed Logins: Number of Failed Logins since last successful login. 

Last Login: Last Successful Log in Date and Time 

 

 

Roles 

 

This section displays roles assigned to the user by his/her administrator. 

Click the icon next to the Role Name to view the System Functions assigned to the role.  

A list of System Functions assigned to the user’s role by his/her administrator is displayed as 

shown in the sample screenshot below: 

 

 
 

Use the gray vertical scroll bar to the right of the page to see additional System Functions 

assigned to the user’s role. 

 

Agencies 

The list of agencies assigned to the user is displayed here. 
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Save Profile 

Save profile updates by clicking the ‘Save My Profile’ button at the bottom of the Profile page. 
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Reset Password 

 

The Reset Password button allows a user to reset the password assigned to his/her profile. 

 

Procedure: Follow the steps to Reset the Password. 

Step Action 

1  Click the purple ‘Reset Password’ button. 

 
 

2  The user will be redirected to this page: 

 

3  Enter the current password.  

 

 

4  Enter a new password. 

 

5  Confirm the password by re-entering it. 

 



  User Profile 

                                                      ©Optimum Technology Inc., All Rights Reserved  39   

 
 

6  Click the green ‘Reset Password’ button to confirm the password reset. 

 

7  The user password has now been reset and the red message at the top will be 

replaced with a password confirmation. 

8  Click the ‘Return’ button to go back to the User Profile. 
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Chapter 5: Resources 

Overview 

 

 

Introduction Resources 

 

The Resources section contains documents and training materials that the 

Administrator uploaded to the Repository for the user’s reference.  For 

example, User Manuals, Data Quality Guidelines, etc., may be added to this 

page. 

 

Where in the Portal is the Resources Page? 

 

Where is 

Resources? 

The Resource page can be accessed by clicking on the user’s name on the 

top right of the portal.  

 
 

The user can click ‘Resources’ to access training materials including user 

manuals, or other documents that are pertinent to the FBI’s requirements for 

reporting. The Resources appear with blue header bars as shown below: 

 

 

 



  
  Resources 
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Note: Resources can also be downloaded directly from the home page and 

appear with a green header bar. This has also been discussed in the 

Chapter “Home Page” as shown here. Skip to “Descriptions” if accessing 

Resources on the Home Page. The following example is from the Home 

Page: 

 

 

 

Resources 

 

Once the user clicks ‘Resources’ from the dropdown box in the upper right corner, a variety of 
resources may appear. A sample of the Resources page is shown below: 

 

 

 

Description 

 

The Resources page allows users to download files shared by the administrator. These 



NIBRS Agency User Manual 

 

 42                                                      ©Optimum Technology Inc., All Rights Reserved    

resources may include training materials, user manuals, technical specifications, or other 

documents. The user is required to have the software to open the file. For example, to view a 

Word document, the user must have Microsoft Word installed. 

 

• Description: An administrator-provided description of the file and its utility. 

• Size: Size of the file 

• Download: Link to download the file 

 

Note: The Resources that appear from the Profile dropdown and from the Home page are the 

same even though the header bars are blue or green respectively. 

 

Procedure: Follow the steps to Download a Resource: 

Step Action 

1  Under a Resource, read the description and size of a resource. 

 

2  Click the link provided by ‘Download’. 

 

3  Follow the instructions to download the file.  

4  The document is downloaded. 
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Chapter 6: Alerts 

Overview 

 

Introduction Alerts are used to inform users about events for which they have subscribed. 

For example, a user may subscribe to receive alerts on Failed Logins.  

Subscription to Alerts is discussed in the “User Profile” section. 

 

Where in the Portal are the Alerts? 

 

Where are 

Alerts? 

Alerts can be accessed by clicking the ‘Bell’ icon in the top right corner of 

the portal, next to the ‘Messages’ (envelope) icon. The Alerts ‘Bell’ icon can 

be seen at the top of the portal regardless of where the user is within the 

repository. 

 

 

 Description       Click the bell icon to open the alerts.   

 

 

 

The Alerts notification gives a quick overview of the alert. If the user needs further details, 

he/she can click ‘See All Alerts’ to go into the ‘Alert Details’ page. 

 

 

 

See All Alerts 
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Alerts are grouped by date on the ‘All Alerts’ page. Some examples of Alerts include: 

• Successful Login 

• Failed Logon 

• FBI File Uploaded 

• Import File Processing Error 

• Import File Processing Completed 

• Review Report(s) Created 

• Duplicate File Detected 

• File Error 

 

The alerts that a user receives depend on his/her subscriptions. Alerts include the following 

details: 

• Date and Time an alert was generated 

• Alert Subject 

• Alert Text 

• Link that redirects the user to a relevant page, if made available  

• Option to dismiss the alert by clicking the purple check mark  

• Option to collapse a particular alert to view more alerts on the page 

• Option to clear all alerts by clicking the green ‘Clear All’ button at the bottom of all  

the alerts.  

 

 

 

 

Read, Accept and Delete an Alert 
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Procedure:  Follow the steps to Read, Accept and Delete an Alert. 

Step Action 

1  Click the check mark   (as shown circled in red below) to accept and dismiss/delete 

the alert. 

 

 
 

2  Click the green ‘Clear All’ button at the bottom of the page to clear All Alerts (as 

shown circled in red below). 

   
 

 

3  All alerts will be cleared. 
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Chapter 7: Messages 

Overview 

 

Introduction Messages  

 

The Messages section is for communication purposes.  

 

Messages can be accessed two ways on the screen: through the Menu bar 

and from a Messages icon. 

 

The Messages section consists of three messages modules: 

 

• Received Messages 

• Sent Messages 

• New Messages 

 

From the messages module the user receives messages from other users, 

reviews sent messages and creates new messages for others to receive. 

 

Where in the Portal is the Messages Section? 

 

Where are 

Messages? 

The Portal’s Messages section is in two places on the screen. The first 

location is in the left menu bar and is called Messages.  
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The second is an icon found in the upper right of the screen.  

 

The user can access either location to receive messages, but from the left 

menu bar’s ‘Messages’ the user also can check sent messages and create 

new messages.   

 

Received Messages 

 
‘Received Messages’ appear as a data grid with columns that can be sorted in ascending and 

descending order. ‘Received Messages’ module consists of all messages received by the user. 

It is similar to an inbox for email accounts. 

The data grid has the following columns: 

• Sender: The sender’s first and last name is displayed in the first column. 

• Received Date: The date when the message was received is displayed in the second 

column. 

• Priority: The priority level set by the sender based on the importance of the message is 

displayed in the third column. Priority levels are: Low, Normal, High, Urgent, Unknown. 

• Subject: The subject of the message is displayed in the fourth column. 

Note:  

The example below is an example of a ‘Received Message’ from a State Admin to an 

Agency contributor:  

 

 

Procedure: Follow the steps below to view a Received message: 

Step Action 

1  From Messages, click the down arrow. 

 

2  Click Received Messages. 
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Notes:  

• Messages in bold have not been read. 

Click the blue arrow  at the right side of the unread message. 

3  Message details are displayed:  

 

4  Click ‘Return’ to go back to the ‘Received Messages’ data grid. 

   

5        Click ‘Mark as New’ to return the message as an unread message.  

 

6  Click “Delete’ to delete message. 

 
Once a recipient deletes a message it will only be removed from that user's inbox. 

All other recipients will still be able to view their copy of the message. 
 

Search Criteria 

 

‘Received Messages’ also has a Search Criteria box. This helps the user search for received 

messages from individual senders. Searches can be made by: 

• Sender name 

• Priority (All, Low, Normal, High, Urgent, Unknown) 

• Message Type (Inbox, Deleted) 

• Received Date (mm/dd/yyyy) 

• Subject 
 

Type pertinent information into the criteria box or boxes and click the green ‘Search’ button. 
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Sent Messages 
 

The ‘Sent Messages’ module shows all messages sent by the user. It appears as a data grid 

with columns that can be sorted in ascending or descending order and by priority level. 

 

The data grid consists of the following columns: 

• Sent Date: The date and time stamp when the message was sent is displayed in 

‘MM/DD/YYYY HH:MM’ AM/PM format. 

• Priority: Priority of the received message (Normal, High, Low) as marked by the sender. 

• Subject: Title of the sent message. 

• Arrow Icon: To display the message details. 

• Go to Page: To navigate to a page when the number of sent messages exceeds a single 

page. 

• Row Count: To select how many messages should be displayed on a single page. 

 

Procedure:  How to View the Details of a Sent Message  

Step Action 

1  From Messages, click ‘Sent Messages’ to see a list of messages sent by you (the 

user) to one or more recipients: 

 

 
 

(If no sent messages appear, click the green “Search” button from the Search Criteria 
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page. The Search Criteria page is described after Step 6.) 

 

2  If any messages were previously sent, the list of Sent Messages appears. 

 

 

 

3  Click the blue arrow at the right end of the row of the first message to view the 

message in the first example:   

 

 
 

4  Details of the sent message are displayed:  

 
 

Note: The Sent Date with time stamp, Priority level, Subject line, and Message 

appear in the Message box. In the Recipients, the name of the Message Recipient, 

the Agency and the Read Status are shown. In this example, the user can tell from 

the Read Status that the NIBRS Admin has not yet read the message. 
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5  Click ‘Return’ to go back to the ‘Sent Messages’ data grid. The sent message is 

available to be viewed again.  

 

6  Or click ‘Delete’ to delete the message. 
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Search Criteria 

 

The ‘Sent Messages’ module also has a Search Criteria box. This helps the user search for 

messages sent to other users. The user can Search by: 

• Recipient name 

• Priority (All, Low, Normal, High, Urgent, Unknown) 

• Sent Date (mm/dd/yyyy) 

• Subject 

 

Type the pertinent information into the criteria box or boxes and click the green ‘Search’ button. 
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Create a New Message 

 

 

Procedure: To create a new message click the ‘New Message’ sub module from the left menu 

bar. The following appears: 

Step Action 

1 Select the recipient name(s) from the ‘Available Recipients’ tab on the right column 

by clicking the black arrow(s).   

 
 

Move name(s) to the ‘Recipients’ column on the left side by clicking the black arrows 

to the left of their names. Below, the arrow next to ‘Optimum Support 1 of Optimum 

Test Agency’ was clicked so this user will receive the message once sent.  

 

 
 

Additional names can be found by either typing in the first letters of the name in the 

‘Enter Text to Search Users’ field, or by scrolling down or up the dark gray scroll bar 

to the right of the list of available recipients. Click the arrows to the left of the recipient 

names to add. 
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2 To send the message to ALL users, click ‘Add All’. To remove all selected recipients, 

click ‘Remove All’. 

   

3 Once recipients are chosen, scroll down with the mouse or drag the gray bar to find 

the Message box.  

4 Enter the ‘Subject,’ the ‘Priority’ status and then write the message.  

 
 

Note: To change the format of the message, click the ‘Formats’ down arrow to change 

the headings, or to bold, underline, change alignment, add bullet, number lists, etc.  

5 Once complete, click the green ‘Send’ at the bottom of the screen to send. 
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Chapter 8: Data Center  

Overview 

 

Introduction The Data Center is used by local law enforcement to submit reports.  Users 

can also search for previous submissions in this section. This section also 

explains how a user can view previously submitted data.  

 

 

Where in the Portal is the Data Center? 

 

Where is  

Data Center? 

The Data Center can be accessed in the left menu on the portal. 
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Data Center Search 

 

Search Criteria 

 

Description 

 

The Search Criteria sub module is used to search and access NIBRS files submitted by a user’s 

agency. 

 

It can be accessed inside “Data Center”: 

 
 

 

Users can access submissions made by any of their agency users. Each report which was part 

of the submission can be accessed and reviewed. 

 

This includes incidents, arrest reports and zero reports previously submitted to the FBI as well 

as the reports pending FBI submission.  

 

The Search criteria gives the user an option to search for submitted reports based on inputs.  

 

• Agency: User can narrow down the available reports by the name of the agency that the 

incident/arrest/zero report belongs to. 

• Report Type: User can choose whether to search for an incident, arrest, zero, ONFS or 

ARD report or “ALL” using the report type dropdown. 
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• Report Identifier: User can search the submitted incidents by report identifier if the 

exact report number is known.  

• Month of Submission: User can narrow down the available reports by selecting the 

month in which the report was submitted. 

• Year of Submission: User can narrow down the available reports by selecting the 

month in which the report was submitted. 

Note:   By default, the search criteria are set to the user’s agency, and ‘ALL’ report types. 

Procedure: How to Search for a Submitted Incident/Arrest/Zero Report or Converted Summary 

Data and View it. 

Step Action 

1  Select from a drop down or enter one or more of the criteria specified below. 

• Agency 

• Report Type 

• Report Identifier 

• Month of Submission 

• Year of Submission 

2  In this example, ‘Agency IL1234500-Optimum Test Agency’ and Report Type: ‘Arrest 

Report’ were chosen for the Search: Click the green ‘Search’ button for submitted reports: 
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3  The grid below is updated with the search results. The reports grid is described in more 

detail after Step 8. 

 

4  Use Page Selection or Pagination arrows/page numbers to view more results. 

5  In the View column, click the little blue arrow in the row of the Incident/Arrest/Zero or Use 

of Force report which needs to be viewed. 

6  The View page of the report will open.   

7  Scroll through the View page to see the Report details. View Pages of Reports are 

discussed in detail in the next section, View Pages. 

8  Click ‘Return to Search’ to go back to Search page. 

 

 

Reports Grid 

 

All submitted reports appear in a data grid with columns that can be sorted both in ascending or 

descending order.  
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Data Grid Columns 

• Report Type: Report type identifies whether the report is an Incident Report, Zero 

Report, Arrest Report 

• Report Identifier: Report Identifier is the unique report number associated with each 

incident report, arrest report, or zero report. 

• Agency Name: Agency Name is the name of the agency for which the report was 

submitted. 

• Month of Submission: Month in which the report was submitted. 

• Year of Submission: Year in which the report was submitted. 

• Incident Date: Month/Day/Year of the incident. 

• Delete: Garbage can icon to delete an incident. 

• View (Little Blue Arrows): The last column in this grid has small blue arrows. These 

are used to access a detailed view page of the report from which that row in the grid 

refers to. 

 

View Pages are discussed below for uploaded flat files. Summary view pages which are 

generated from converted data are discussed in this manual. 

 

 

 

View Incident (NIBRS Reports) 

Description 

 

Clicking on the small blue arrows allow users to “View” submitted incident/arrest and zero 

reports. These are accessed via the “Search” module discussed above. 
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Incident or Group A Report 

 

Incident or Group A Reports submitted by the agency appear on the view page, with all the 

details that were entered as part of incident creation. An initial Group A Incident Report contains 

an Administrative Segment, Offense Segment(s), Victim Segment(s), and Offender Segment(s).  

Depending upon the circumstances and type of incident Property and Arrestee Segment(s) may 

also be reported. If, however, the reporting agency arrests an offender for the reported offense 

after submitting the initial report, the agency should submit the Arrestee Segment(s) as an 

update to the initial report.  

 

Please refer to the NIBRS Technical Specifications 3.1 manual for more information. 
 

 

Group A Data Elements 

Segment 1: Administrative Segment (1) 

This is the master segment. There is one Administrative Segment per Group "A" Incident 

Report. All other incident data relating to offenses, victims, offenders, arrestees, and property 

are contained in segments that are linked to the Administrative Segment by Data Elements 1 

(ORI Number) and 2 (Incident Number). The administrative data uniquely identifies each 

criminal incident reported under NIBRS, along with common characteristics of all offenses within 

each incident, e.g., the date and hour the incident occurred.  

 

The Administrative Segment displays the following details captured during incident creation:  

 

• Agency 

• County 

• Incident Number 

• Incident Date 

• Incident Hour 
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• Report Date Indicator 

• Cargo Theft  

• Month of Submission 

• Year of Submission 

• Cleared Exceptionally  

• Exceptional Clearance Date 

• Officer-Non-Fatal Shooting flag (ONFS) 

• Arrest/Custodial-Related Death flag (ARD) 

• School Incident flag 

Incident Location 

• Street Name 

• Street Number 

• Street Direction 

• Street Suffix 

• City 

• State 

• Zip Code 

• X-Coordinate 

• Y-Coordinate 

• Coordinates System 

 

Please refer to the most recent version of the NIBRS Technical specifications manual for 

more information.  

 

Segment 2: Offense Segment (Level 2) 

 

Offense data describe the types of offenses involved in the incident and are reported for each of 

the (up to) ten most serious Group A offenses in the incident (as determined by the reporting 

agency). Information on at least one offense is included in each Group A Incident Report. 

The Offense Segment displays the following details captured during incident creation: 
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• IL-UCR 

• UCR Offense Code 

• Attempted/Completed 

• Location Type 

• Number of Premises Entered 

• Method of Entry 

• Suspected of Using  

• Bias Motivation  

• Type of Weapon Force Involved 

o Weapon/Force  

o Automatic Weapon Indicator 

 

 

Please refer to the most recent version of the NIBRS Technical specifications manual for 

more information. 

 

 

Segment 4: Victim Segment (Level 4) 

 

Provides information about the victim(s) involved in the incident. 

Victim data are collected to describe the victims involved in the incident. A separate set of victim 

data is submitted for each of the (up to 999) victims involved in the incident. At least one victim 

must be reported for each incident. The Victim Segment displays the following details: 

 



 
  Data Center 

                                                      ©Optimum Technology Inc., All Rights Reserved  63    

 
 

• Victim Sequence Number 

• Type of Victim 

• Minimum Age 

• Maximum Age 

• Sex of Victim 

• Race of Victim 

• Ethnicity of Victim 

• Resident Status of Victim  

• Justifiable Homicide  

• Aggravated Assault/Homicide Circumstances 

• Victim Injury Type 

• Relationship of Victim to Offenders 

• Relationship of Victim to Offense 

 

Please refer to the most recent version of the NIBRS Technical specifications manual 

for more information 

 

Segment 5: Offender Segments (Level 5) 

 

Provides information about the offender(s) involved in the incident. Offender data include 

characteristics (age, sex, and race) of each offender (up to age 99) involved in an incident 

whether or not an arrest has been made. The object is to capture any information known to law 

enforcement concerning the offenders even though they may not have been identified. There 
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are, of course, instances where no information about perpetrators is known. The Offender 

Segment displays the following details captured during incident creation.  

 

• Offender Sequence Number 

• Minimum Age of Offender 

• Maximum Age of Offender 

• Sex of Offender 

• Race of Offender 

• Ethnicity of Offender 

 

Please refer to the most recent version of the NIBRS Technical specifications manual 

for more information 

 

View Arrest Report/Group B Report 

Description 

The Group B Arrest Report describes only the circumstances of the arrest, the Group B arrest 

offense, and the arrestee data (e.g., his/her age, sex, race, and ethnicity). This report does not 

include incident data since agencies report only arrests for Group B offenses. 

Group B Data Elements 

Group B Arrest Report displays the following details captured during incident creation: 
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Arrest Report 

• Agency 

• County 

• Arrest (Transaction) Number  

• Arrestee (Sequence) Number  

• Arrest Date 

• Type of Arrest  

• Officer-Non-Fatal Shooting flag (ONFS) 

• Arrest/Custodial-Related Death flag (ARD) 

• School Incident flag 

Arrest Location 

• Street Name 

• Street Number 

• Street Direction 

• Street Suffix 

• City 

• State 

• Zip Code 
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• X-Coordinate 

• Y-Coordinate 

• Coordinates System 

Arrest Offense Details 

• UCR Arrest Offense Code 

• ILCS Statute 

• IL-UCR Code 

• Min Age of Arrestee 

• Max Age of Arrestee  

• Sex of Arrestee  

• Race of Arrestee  

• Ethnicity of Arrestee  

• Resident Status of Arrestee  

Armed With  

• Armed With 

• Automatic Weapon Indicator   

 

Please refer to the most recent version of the NIBRS Technical specifications manual for 

more information 

 

 

View Zero Reports  

Description 

 

Zero Reports are submitted by agencies to notify the state that there are no incidents or arrests 

to report in the reporting month. The zero report only includes Zero Report month, year and 

agency.   

 

Zero Report Data Elements 

Zero Report displays the following details captured during incident creation: 

 

• Incident Number  

• ORI Number  

• Month of Submission 



 
  Data Center 

                                                      ©Optimum Technology Inc., All Rights Reserved  67    

• Year of Submission 

• Zero Report Month 

• Zero Report Year 

 

Please refer to the most recent version of the NIBRS Technical specifications manual for 

more information 

 

Officer-Non-Fatal Shooting (ONFS) Reports  

Description 

 

Officer-Non-Fatal Shooting (ONFS) Reports are submitted by agencies to notify if an incident 

involved an Officer Non-Fatal Shooting. The ONFS report includes agency, incident number, 

incident date, reason for contact, offender details, officer details and offender-officer pairing 

details.  

 

Workflow 

 

An ONFS form is required to be submitted when a law enforcement officer discharges his or her 
firearm causing a non-fatal injury to a person during the performance of his or her official duties 
or in the line of duty. Firearm is defined as hand gun, shot gun, or rifle. An ONFS incident may 
be submitted in three ways: 
 
1. An ONFS record associated with a NIBRS incident 
2. An ONFS record which did not warrant submission of a NIBRS incident 
3. A monthly zero report indicating no ONFS records for the month 

 
ONFS record associated with a NIBRS incident: 
1. A NIBRS incident is submitted with the ONFS indicator as “Yes” 
2. users will receive an email with an link to complete an ONFS form 
3. The user then uses the link or directly uses the ONFS form module in the repository to create 
a corresponding ONFS form for the incident submission.  
4. The Incident Number on the ONFS form should be the same as the number used on the the 
incident to indicate that the ONFS form is indeed submitted for the corresponding incident.  
5. If not submitted users will get email reminders to complete ONFS submissions corresponding 
to the incident that they submitted.  
 
 

ONFS record that does not warrant submission of a NIBRS incident: 

ONFS forms independent of incidents can also be submitted for offenses which do not warrant 
submission of a NIBRS incident. The offenses for which an indepdent ONFS form may be 
submitted is “No Offense” 

 

ONFS zero report: 

 An ONFS zero report must be submitted for the agency to indicate that there were no ONFS 

incidents in the month. 
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Officer Non-Fatal Shooting Data Elements 

ONFS Report displays the following details captured during incident creation: 

 

 

ONFS Report 

• Agency 

• Incident Number 

• Incident Date 

• Reason for Contact Codes 

Offender Details 

• # 

• Age 

• Sex 

• Race 

• Ethnicity 

Officer Details 

• # 

• Age 

• Sex 

• Race 

• Ethnicity 

• Years of Service 

• Duty Status 

• Officer Firearm 

Offender-Officer Pairing 

• # 

• Officer # 
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• Offender # 

• Location 

• Offense 

• Threaten and/or Resist 

• Offender Weapon 

 

 

Arrest/Custodial-Related Death (ARD) Reports  

Description 

 

Arrest Related Death Reports are submitted by agencies to notify if an incident involved an 

Arrest Related Death. The ARD report includes incident number, agency, incident date, officer 

details and deceased information. 

 

Workflow 

 

An ARD form is required to be submitted to report an Arrest Related Death. An ARD incident 

may be submitted in three ways: 

 

1. An ARD record associated with a NIBRS incident 

2. An ARD  record which did not warrant submission of a NIBRS incident 

3. A monthly zero report indicating no ARD records for the month 

 

ARD record associated with a NIBRS incident: 

1. A NIBRS incident is submitted with the ARD  indicator as “Yes” 

2. Users will receive an email with a link to complete an ARD form 

3. The user then uses the link or directly uses the ARD form module in the repository to create a 

corresponding ARD form for the incident submission  

4. The Incident Number on the ARD  form should be the same as the number used on the 

incident to indicate that the ARD form is indeed submitted for the corresponding incident 

5. If not submitted users will get email reminders to complete the ARD submissions 

corresponding to the incident that they submitted.  

 

 

ARD record that does not warrant submission of a NIBRS incident: 

ARD forms independent of incidents can also be submitted for offenses which do not warrant 

submission of a NIBRS incident. The offenses for which an independent ARD form may be 

submitted are “Traffic Offense” or “Wanted on Warrant” 

 

ARD zero report: 

An ARD zero report must be submitted for the agency to indicate that there were no ARD 

incidents in the month. 

 

Arrest/Custodial Related Death Data Elements 
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ARD Report displays the following details captured during incident creation: 

 

 

ARD Report 

• Incident Number 

• Agency 

• Date 

Officer Details 

• # 

• Age 

• Sex 

• Race 

• Ethnicity 

• Years of Service 

• Federal Officer 

Deceased Information 

• # 

• Age 

• Sex 

• Race 

• Ethnicity 

• Officer 

• Valid 

• View 
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Working Items 

 
Description 

 

The Working Items sub module is used to search and access work-in-progress reports. It can 

be accessed from the ‘Data Center’ in the left menu bar.  

 

  
 

 

 

 
 

Users can access Work-in-Progress reports created by anyone in their agency to review or 

complete the report. The reports which can be searched in this module include: 

1. All 

2. Incident 

3. Arrest Report 

4. Zero Report 
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5. ONFS Report 

6. ARD Report 

 

Search Criteria 

The Search Criteria enable the user to search for work in progress forms based on the below 

criteria example: 

 

 
 

• Agency: The Agency Name will default to the agency of the user 

• Report Type: The user can choose the report type. The report types are: 

o All 

o Incident 

o Arrest Report 

o Zero Report 

o ONFS Report 

o Zero Report 

 

• Report Identifier: The user can search the Work-in-Progress report by the report 

identifier if the exact report number is known 

• Create Date: The user can narrow the available reports by selecting the date the report 

was created 

• Last Updated Date: The user can narrow the available reports by selecting the date the 

report was last updated 

• Last Update By: The user can narrow the available reports by selecting the user who 

last updated the report 

 

Reports Grid 

 

The list of work-in-progress reports appears in a data grid with columns that can be sorted in 

ascending or descending order: 
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Data Grid Columns 

• Report Type: Report type identifies whether the report is an: 

o Incident Report 

o Arrest Report 

o Zero Report 

o ONFS Report 

o ARD Report 

o All 

 

• Report Identifier: Report identifier is the unique report number associated with each 

report 

• Agency: Name of the agency for which the report was submitted 

• Created Date: The date the report was created 

• Last Updated: The date the report was last updated 

• Last Updated by: The user who last updated the report 

• Delete: Click the garbage can icon to delete the report 

• View: The last column in this grid has small blue arrows. These are used to access a 

detailed view page of the report. 

 

Procedure How to Search for a Work-in-Progress Report and View it.  

Step Action 

1  Select from the dropdown or enter one or more of the criteria specified below. 

1. Report Type 

2. Report Identifier 

3. Agency 

4. Create Date 

5. Last Updated (Date) 

6. Last Updated By 

7. Delete 

8. View 

2  Click ‘Search’. 



NIBRS Agency User Manual 

 

 74                                                      ©Optimum Technology Inc., All Rights Reserved    

3  The grid below is updated with the search results, as shown in the example below: 

  

4  Use Page Selection or Pagination arrows/page numbers to view more results. 

 

5  Click the blue arrow in the row of the report to be viewed. 

 

6  The Report will open for editing. The example shown here is an Incident Report.  

 

7  Edit the report as per the requirements. The requirements for completing each report 

are discussed in detail in the individual report section. Complete the report and 

submit by clicking the purple ‘Submit Data button’, or save it to complete later by 

clicking the green ‘Save’ button.  

8  To return to work-in-progress page, click on ‘Working Items’ in the breadcrumb at the 

top left of repository. 

 

 

Procedure How to Create a New Report from the Working Reports Page 

Step Action 

1  The following reports may be created directly below the ‘My Working Reports’ grid: 

o New Zero Report 

o New Arrest Report 

o New Incident Report 

2  Click any of the create buttons to start a report. 
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3  Complete as per instructions for each report.  

4  Save and complete later, or submit if completed. 

 

New Incident Report 
Description 
 

The New Incident Report can be accessed from ‘Data Center’.  

 

 
 

The New Incident Report module allows NIBRS contributors to create Incident Reports that 

meet all of the required FBI validations. 

 

Procedure How to Create and Submit a New Incident Report  

Step Action 

1  The following report can be created: 

o New Incident Report 

2  To start a report, click the New Incident Report sub module on the left menu bar located under 

the Data Center module. 

 

3  The New Incident Report Criteria page opens. 

 
 

4  Enter an Incident Number and Agency. (This value is prepopulated) in the Incident Number and 

Agency field. In this case the incident number is TEST0001. The Agency is IL1234500-Optimum 
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Test Agency. 

 

 

5  Click the green ‘Create Incident’ button. The button is activated after both Incident Number and 

Agency Name are entered. 

 

6  The detailed incident page is created with the ‘Administrative Segment open for data entry. It 

allows users to create a NIBRS compliant Administrative Segment, as shown below.  

 

  

7  Complete as per instructions in each field. Each field is built with validations and cross 

validations as per the NIBRS requirements. Detailed error messages are displayed on the top of 

the page (if the ‘Display Errors’ toggle switch is set to ‘Yes’ ). For example:

. Hovering over the field will also give detailed error descriptions. 

 

The fields where incident information is entered inaccurately or incomplete will outline in red, 

and a red X displays.  If the field’s input is correct, a green checkmark displays.  

8  The segment (and the whole incident) may be saved even if the data is not complete or 

validated. However, to submit the data to the repository, it must be validated.  
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To save the data for completion later, click the green ‘Save Administrative Segment’ button.

 
 

It will be saved in ‘My Working Reports’ which is accessible from the ‘Working Items’ module in 

Data Center.  

 

The incident may also be auto-saved if the “Auto-Save” toggle switch is set to Yes. 

It is on by default. 

9  All segments of the incident: 

 

• Admin 

• Offense 

• Victim 

• Offender 

 

(Or all that apply) should be complete before the ‘Push to Database’ button is activated. 

 

10  • Fill in the Offense fields of the incident, as shown next. 

 

 

 

Click the green ‘Save Administrative Segment’ button, or set the Auto Save toggle switch above 

the Administrative Segment to ‘Yes’.   

 

Now the user can add Offense, Offender, Victim, Arrestee and Property Segment details, as 

shown here and on the following pages. 

 

Offense Segment 

 

 

To fill out the Offense Segment of Incident Number TEST0001, click the Offense Segment 

button and click ‘New’ on the popup box. 

     
  

Complete as per instructions in each applicable field as shown below. Each field is built with 

validations and cross validations as per the NIBRS requirements. Detailed error messages are 

displayed on the top of each page.  

 

Click ‘Save Offense Segment’ button to save the offense, or it is auto-saved if the auto-save 
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toggle switch is kept on (“YES”). Notice the UCR Offense Code is in red. Hover over the area to 

see what is needed (in this case below, it is wanting a ‘victim’ eventually added to the incident).   

  

 
 

Create “New Offenses” for up to 10 unique offenses for each incident. Save the Offense 

segment by clicking the ‘Save Offense Segment’ button.   

 

 

Victim Segment 

 

 
 

To fill out the Victim Segment of Incident Number TEST0001, click the ‘Victim Segment’ button 

and click ‘New’ on the popup box. Complete as per instructions in each applicable field as 

shown below. Each field is built with validations and cross validations as per the NIBRS 

requirements. Detailed error messages are displayed on the top of the page. Click ‘Save Victim 

Segment’ button to save the offender, or it is auto-saved if the auto-save toggle switch is on 

‘YES’. Create “New Victims” for up to 999 Victims that were reported as part of the incident.  
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Save the victim segment by clicking the green ‘Save Victim Segment’ button or set to 

automatically save the victim segment by switching the ‘Auto Save’ toggle switch to ‘Yes’ at the 

top.  As the incident is created, as the repository validates the data, the user will see 

validation messages such as this at the top:  

 

 
 

If there are issues with the incident data, the user will see error messages at the top of the 

incident segments for the user to fix, such as these examples: 

 
 

 

Offender Segment 

 

 
 

To fill out the Offender Segment of Incident Number TEST0001, click the Offender Segment 

button and click ‘New’ on the popup box. Complete as per instructions in each applicable field 

as shown below. Each field is built with validations and cross validations as per the NIBRS 

requirements. Detailed error messages are displayed on the top of the page. Click ‘Save 

Offender Segment’ button to save the offender, or it is auto-saved if the auto-save toggle switch 

is kept on (“YES”). 
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Create “New Offenders” for up to 99 offenders that were reported as part of the incident.  

 

 

The report can now be pushed to the database by clicking the purple ‘Push to Database’ button. 

 
 

A confirmation appears: 

 
 

 

Note: If the user does not push the incident report to the database, a reminder will appear on 

the Home page, as shown here: 

 

 
 

Make sure to submit the completed incident report by going to the “Working Items” sub module 

in the Data Center module, searching for the incident by Agency, Report Type, Report Identifier, 

etc. Then View the file by clicking the appropriate incident’s View arrow, review and then submit 

it by clicking the ‘Push to Database’ button. 

 

 

 

Submitted Incident Report Example 

Once pushed to the NIBRS database, a New Incident Report is no longer editable from the 

Working Items Database. A ‘View Incident’ page opens: 
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The incident report can be edited by clicking the green ‘Edit Incident’ button shown above, or 

the report can be accessible via the ‘Search’ page as shown below: 

 

 
 

With Incident Report (Report Identifier TEST0001) above, if the user clicks the blue arrow in the 

View column (as outlined in red), the following incident segments are viewable again, as shown 
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below: 
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It can be edited from Data Center—Search by clicking the green “Edit Incident” button at the 

bottom of the page.  

 
 

This opens the incident in an editable mode. If the state has already submitted the incident to 

the FBI, the updated incident will be resent to the FBI.  If the incident has not been sent to the 

FBI before making this update, it will be updated in the database, and the updated version will 

be sent to the FBI. 
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After clicking the “Edit Incident” button, the Incident Report (Report Identifier TEST0001) opens 

for editing:  

 
 

 

Note: Depending on the state, there may be an ‘Incident Location’ section below the 

Administrative Segment, as show in this example: 

 

 
 

Save the changes by clicking the green “Save Administrative Segment” button (or have the 

Auto-Save toggle switch set to “YES” to Auto-Save). Then click the purple “Push to Database” 

button. 

 

 
 

 

If an edit needs to be made in the Offense, Offender, Victim, Arrestee or Property Segments, 
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click the appropriate icon(s): 

 

 

 
 

 

New Arrest Report 

 
Description 
 

New Arrest Report can be accessed from ‘Data Center’.  

 

 
 

From the Repository the New Arrest Report module allows NIBRS contributors to create 

accurate New Arrest Reports. 

A New Arrest Report module contains the following: 

• The New Arrest Report Criteria page  

• Arrestee Sequence Number  

(a sequence number from 01-99 assigned to the arrestees in an incident) 

• Arrest Transaction Number  

(a unique identifier assigned to each arrest report submitted; must be at least four digits) 

• Agency (ORI, automatically populated) 

• Arrestee Segment (1) 

 

Procedure How to Create and Submit a New Arrest Report  

Step Action 

1  The following report can be created: 

o New Arrest Report 

2  To start a report, click the New Arrest Report sub module on the left menu bar located 

under the Data Center module. 
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3  The New Arrest Report Criteria page opens. 

 

4  Enter an Arrestee Sequence Number and Arrest Transaction Number in the appropriate 

fields. The Agency ORI automatically populates in the Agency field: 

 

 
 

5  Click the green ‘Create Arrest Report’ button. 

 

6  The following page titled ‘Arrestee Segment’ appears.  
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7  Complete as per instructions on each report.  

8  Save by clicking the green ‘Save Arrest Report’ button and complete later. 

 
(It will be saved in ‘My Working Reports’ which is accessible from the ‘Working Items’ sub 

module in Data Center.) 

 

The repository will send a validation message if the data entered is acceptable: 

 

9  If the arrest report data is complete and is ready for submission, click the purple ‘Submit 

Data’ button. 

 

10  The repository will show a confirmation: 
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Submitted New Arrest Report Example  
 

 

Once submitted to the NIBRS database, an Arrest Report is no longer editable from the Working 

Items Database. The report can only be accessed via the ‘Search’ page in a view-only format. 

 

 
 

 

Search for the report and click the small View arrow in the grid:  

 

The report can be edited from Data Center — Search by clicking the green ‘Edit Arrest Report’ 

button at the bottom of the page: 

 

 
 

Once edits are made, click the green ‘Save Arrest Report’ button  or have the Auto 
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Save toggle switch set to ‘YES’. Then submit the report again by clicking the purple ‘Submit 

Data’ button.  

 

 

New Zero Report 

 
Description 

The New Zero Report is used to report that the agency has no crime, arrests, or recovered 

property to report for the given month. It is accessed from ‘Data Center’. 

 

 

 

New Zero Report Data Elements 

 

The New Zero Report criteria needed to create a new Zero Report include:  

• Agency  

• Zero Report Month 

• Zero Report Year 

 

 

Procedure How to Create and Submit a New Zero Report  

Step Action 

1  The following report can be created: 

o New Zero Report 
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2  To start a report, click the New Zero Report sub module on the left menu bar located under 

the Data Center module. 

  

3  The New Zero Report Criteria page opens. Click the Agency for which the Zero Report is 

for.  

The Zero Report Month and the Zero Report Year of submission fields are made available  

and editable. 

 
Input the Zero Report’s month and year by clicking the dropdown arrows in the Zero Report 

Month field and the Zero Report Year field:  

 

 

 
 

 

4  The repository will show a validation confirmation: 

 

5  Click the green ‘Create Zero Report’ button: 

 

6  The Zero Report for that given month is created and it shows the submitted month and year 

too. 
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7  The following Zero Report confirmation appears: 

 

 

 

 

Click the purple ‘Return to Search’ button to search for the Zero Report, or for other reports. 

  

8  To view the Zero report from Data Center—Search, enter the search criteria in the fields. In 

the Report Type dropdown, choose the Agency ORI-Name, ‘Zero Report’ type and the Year 

of Submission (i.e., 2020). Then click the green “Search” button (or also add the Report 

Identifier and click ‘Search’). 

 

 
 

9  The Reports grid based on the criteria submitted appears: 

 
Click the small blue arrow in the “View” column located to the right of the Zero Report to be 

review  

(in this case June 2020).  

 



 
  Data Center 

                                                      ©Optimum Technology Inc., All Rights Reserved  93    

 

 

10  The Zero Report appears below for viewing. 

 
 

11  Click the purple ‘Return to Search’ button to return to the Data Center—Search Criteria and 

Reports grid. 

 

 

 

New ONFS (Officer-Non-Fatal Shooting) Report 
 

Description 

Officer-Non-Fatal Shooting (ONFS) Reports are submitted by agencies to notify if an incident 

involved an Officer Non-Fatal Shooting. The ONFS report includes agency, incident number, 

incident date, reason for contact, offender details, officer details and offender-officer pairing 

details. . It is accessed from ‘Data Center’. 
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New ONFS Report Data Elements 

 

The New ONFS Report criteria needed to create a new Report include:  

• Agency 

• Incident Number  

 

Procedure How to Create and Submit a New ONFS Report  

Step Action 

1  The following report can be created: 

o New ONFS Report 

2  To start a report, click the New ONFS Report sub module on the left menu bar located 

under the Data Center module. 

  

3  The New ONFS Report Criteria page opens. Click the Agency for which the ONFS Report is 

for. The Incident Number fields is made available to add the Incident Number. 

 
Input the ONFS Report’s Incident Number and click on Create ONFS Report  
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4  Click the green ‘Create ONFS Report’ button: 

 

Alternately, click the “New ONFS Zero Repot” button to create a zero report: 

 

5  The following page titled ‘ONFS Report’ appears. 

 
 

6  Complete as per instructions on each report.  

7  
To add Offender Details click the ‘Add New’ icon:  

 

 
 

8  Fill in the Offender Detail fields: 
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• Age 

• Sex 

• Race 

• Ethnicity 

 

Click the ‘Save Offender’ icon. You can then click on the arrow in the “Edit” column located 

to the right of the ONFS Report if you need to edit.  

 

 
 

 

9  
To add Officer Details click the ‘Add New’ icon:  

 

10  Fill in the Officer Detail fields: 

 

 

• Age 

• Sex 

• Race 

• Ethnicity 

• Years of Service 

• Duty Status 

• Officer Firearm 

 

Click the ‘Save Officer’ icon. You can then click on the arrow in the “Edit” column located to 

the right of the ONFS Report if you need to edit.  
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11  
To add Offender-Officer Pairing Details click the ‘Add New’ icon:  

 

12  Fill in the Offender-Officer Detail fields: 

 

• Offender Sequence Number 

• Officer Sequence Number 

• Location 

• Offense 

• Threaten and/or Resist 

• Offender Weapon 

 

Click the ‘Save Mapping’ icon. You can then click on the arrow in the “Edit” column located 

to the right of the ONFS Report if you need to edit.  

 

 

 

13  

Once you have added all Details, click on ‘Save ONFS Report’  
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14  The ONFS Report appears below for viewing. 

  

15  If the ONFS Report data is complete and is ready for submission, click the yellow ‘Submit’ 

button.  

16  The ONFS Report appears below for viewing. 

 
 

17  Click the purple ‘Return to Search’ button to return to the Data Center—Search Criteria and 

Reports grid. 
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Submitted New ONFS Report Example  
 

 

Once submitted to the NIBRS database, an ONFS Report is no longer editable from the 

Working Items Database. The report can only be accessed via the ‘Search’ page in a view-only 

format. 

 

 
 

 

 

Search for the report and click the small View arrow in the grid:  

 

The report can be edited from Data Center — Search by clicking the green ‘Edit ONFS Report’ 

button at the bottom of the page: 

 

 

 

Once edits are made, click the green ‘Save ONFS Report’ button   Then submit the 

report again by clicking the yellow ‘Submit’ button. 
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New ARD (Arrest/Custodial-Related Death) Report 
 

Description 

Arrest Related Death Reports are submitted by agencies to notify if an incident involved an 
Arrest Related Death. The ARD report includes incident number, agency, incident date, officer 
details and deceased information. It is accessed from ‘Data Center’. 
 

 
 

New ARD Report Data Elements 

 

The New ARD Report criteria needed to create a new Report include:  

• Agency 

• Incident Number  

 

Procedure How to Create and Submit a New ARD Report  

Step Action 

1  The following report can be created: 

o New ARD Report 

2  To start a report, click the ARD Report sub module on the left menu bar located under the 

Data Center module. 
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3  The New ARD Report Criteria page opens. Click the Agency for which the ARD Report is 

for. The Incident Number fields is made available to add the Incident Number. 

 
Input the ARD Report’s Incident Number and click on Create ARD Report  

 

 
 

4  Click the green ‘Create ARD Report’ button: 

 

Alternatively click the “New ARD Zero Repot button to create a zero report.  
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5  The following page titled ‘ARD Report’ appears. 

 
 

6  Complete as per instructions on each report.  

7  
To add Officer Details click the ‘Add New’ icon:  

 

8  Fill in the Officer Detail fields: 

 

 

• Age 

• Sex 

• Race 

• Ethnicity 

• Years of Service 

• Is Officer a Federal Officer 

 

Click the ‘Save Officer’ icon. You can then click on the arrow in the “Edit” column located to 

the right of the ARD Report if you need to edit.  
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9  To add Deceased Information Details click the yellow ‘New Deceased Information ’ icon: 

 

 

10  Fill in the Deceased Information fields: 
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• Age 

• Sex 

• Race 

• Ethnicity 

• Date of Death 

• Time of Death 

• Additional Deceased Information 

Click the ‘Save Deceased Information’ icon.   

You can then return to the ARD Report by clicking on the purple ‘Return’ icon.  

11  If you need to edit the Deceased Information, click on the arrow in the “Edit” column located 

to the right of the ARD Report. 
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12  

Once you have added all Details, click on ‘Save ARD Report’  

13  The ARD Report appears below for viewing. 

 

14  If the ARD Report data is complete and is ready for submission, click the purple ‘Submit 

Data’ button.  

15  The ARD Report appears below for viewing. 

 
 

16  Click the purple ‘Return to Search’ button to return to the Data Center—Search Criteria and 

Reports grid. 
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Submitted New ARD Report Example  
 

Once submitted to the NIBRS database, an ONFS Report is no longer editable from the 

Working Items Database. The report can only be accessed via the ‘Search’ page in a view-only 

format. 

 

 
 

 

 

Search for the report and click the small View arrow in the grid:  

 

The report can be edited from Data Center — Search by clicking the green ‘Edit ARD Report’ 

button at the bottom of the page:   

 

Once edits are made, click the green ‘Save ARD Report’ button   Then submit the 

report again by clicking the purple ‘Submit Data’ button. 
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Chapter 9: Report Center  

Overview 

 

Introduction The Report Center module enables the user to run reports for analytical, 

statistical or reporting purposes. This section will introduce the list of 

available NIBRS reports. All reports have similar filter criteria. Some 

examples are shown in this chapter. Take time to generate the different 

reports using a variety of search criteria to become familiar with each one. 

 

This section indicates the following: 

a. What are the input criterion for each report? 

b. What is the expected output from each report? 

c. Formats available to save each report locally 

 

Where in the Portal is the Report Center? 

 

Where am I in 

the Portal? 

Reports can be accessed in the left menu on the portal. Click the Report 

Center module and then the Reports sub module to see the list of NIBRS 

reports. See Reports List section for the report names.  

 

 
 

  

General Report Features 

The reports include several features to make download, search and page through reports easy 

to use and to further analyze. These are discussed below: 

 

 

Pagination 

•  Go to first page of the report 

•  Go to previous page 
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•  Go to next page 

•  Go to last page 

•  Type Page Number, to go to page 

 

Search 

 

• Type text to search through report 

• Click ‘Find’ to find the text 

• Click ‘Next’ to go to next result  
 

Download Report 

• Click ‘Save’. 

• Select the format to save the report. Available formats are: 

o CSV File 

o PDF  

o Excel 

o Word 
 

Refresh Report 

•  Refresh Button to refresh the report 
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Reports List 

 
Description 

 

The reports module presents the contributor with all the reports available for analytical, 

statistical or reporting purposes. 

Reports for Agency users include the following:  

• NIBRS Reports 

• Ad-hoc Queries 

• Arrest Distribution Breakdown Report 

• Arrest Distribution Report 

• Arrest Trends Report 

• Crime Data 

• Hate Crime Incidents Report 

• LEOKA Incidents Report 

• Murder Incidents Report  

• Offense Density Report 

• Offense Distribution Breakdown Report  

• Offense Distribution Report 

• Offense Trends Comparison Report 

• Offense Trends Report 

• YTD Comparison Report 

 

Note: Admin Reports are found in the Illinois NIBRS Repository System Administrator manual. 

 

Procedure: Understanding, Generating and Saving a Report 

Step Action 

1   Click the arrow next to the report to understand what it does: 

 
 

2  Click the name of the report to run it: 

 

3  Enter the required criterion. 
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4  Click ‘Generate Report’ to generate the report. 

 
 

The report for your state will generate. For example, here is the Offense Density Report 

for Illinois for the year 2019. 

 
 

5  Click the Chart Context Menu icon in the generated report and select file format to 

download the report and open, save or cancel the download locally. 
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NIBRS Reports 

 
Ad-Hoc Queries 

Description 

 

The Ad-hoc Query is a powerful search tool which provides flexible query options for a multitude 

of search criteria. 

Ad-Hoc Queries Reports 

The Ad-hoc Query feature allows you to search for a particular data from Group A Incidents and 

Group B Incidents. It also allows you to: 

➢ Save the actual query. 

➢ Download the search results as a CSV file. 

➢ Download the search results as an Excel file. 

Following is a short description of the criteria fields required to create a query: 

 

Field Name Description 

Search For Select the type of record to search from the dropdown. 

Section The segment type that you want to search. 

Element A field within the segment that you have chosen. 

Operator  Specifies a relationship between the element and its value. 

Value  Defines the element that you are searching. 

• From the ‘Search For’ drop-down menu, select the item that you want to search for from 

the following options: 

o Group A Incident 

o Group B Incident 

• From the ‘Section’ drop-down menu, select a segment that you want to search. (Admin, 

Offense, Property, Victim, Offender, Arrestee) 

• From the ‘Element’ drop-down menu, select the element type that you want to use in the 

search. (ORI Number/Agency Name, Incident Number, Cargo Theft, Incident Date, 

Report Date Indicator, Incident Hour, Cleared Exceptionally, Clearance Date) 
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• From the ‘Operator’ drop-down menu, select the corresponding operator (equal and all 

except) 

• In the ‘Value’ field, enter the corresponding value (ORI to perform the search on, or ALL) 

 

Add Multiple Criterion: 

Multiple criteria can be added or removed using an ad-hoc query tool. As the user keeps  

adding or deleting criteria to the query, the query results are also modified accordingly. To  

add another row (or rows) of criteria, click the + (plus) icon as shown highlighted in red in the 

below screenshot: 

 

 

• Click the ‘Search’ button. 

• Search results are displayed. 
 

A Sample query created with the Ad-hoc query tool is shown below.  

(Note: If a query line needs removed, click the red garbage can icon. )  

 

Once the ‘Search’ button is clicked, the results based on the criteria inputted are  

displayed and the ‘Save Query,’ ‘Download CSV’ and ‘Download Excel’ buttons appear.  
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Note: The screenshot above was generated using test data and may not reflect actual results. 

 

The query results can be downloaded to a CSV or an Excel by clicking the appropriate buttons: 

 
 

For example, after clicking the ‘Download CSV’ button, the spreadsheet downloads to the 

bottom of the repository, where it can be clicked, opened and saved: 
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Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Save Query  

All queries, simple or complicated, can be saved and used in the future by just clicking the ‘Save 

Query’ button.  

Give the saved query a name in the ‘Query Name’ box. Click the ‘Shared Type’ toggle switch to 

either ‘Private’ or ‘Public’. If set to ‘Public’ an Agency box appears and the user can select an 

agency or ALL from the dropdown list. If set to “Private’ only the user can view the query. Then 
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click the ‘Save’ button or ‘Cancel’ button. The query gets saved under the second tab on the page 

which is the ‘My Saved Queries’ tab.  

 
 

For example: Give the query a name in the ‘Save Query’ page in the ‘Query Name’ field. Set the 

toggle switch to Private or Public. In this case it is set to Private. Click the ‘Save’ button. 

 

 

An example of the ‘My Saved Queries’ page is shown below which includes the Query Name, 

Query Condition, and Create Date. Each query can be viewed, edited or deleted by clicking the 

“View” eye icon, the “Edit” paper and pen icon or the “Delete” trash can icon respectively:  
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The query results can be downloaded to a CSV or an Excel by clicking the appropriate buttons: 

 

 

 

 

Note: The screenshot above was generated using test data and may not reflect actual results.  
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Arrest Distribution Breakdown Report, Arrest Distribution Report, Arrest Trends 

Report, Crime Data 

 

Description 

These reports allow users to run Distribution, Annual Comparisons and Trend Analytics-type 

reports on NIBRS Group A and Group B (Arrest) data for use in statewide analytics, state 

annual publications, etc. The reports include: 

• Arrest Distribution Breakdown Report 

• Arrest Distribution Report 

• Arrest Trends Report 

• Crime Data 

 

Arrest Distribution Breakdown  

 

This report allows administrators to delve deeper into the distribution of an offense. Any chosen 

distribution can be further broken down by a related distribution criterion. 

This report displays an offense and two categories about the arrestee  

 
 

The following are the mandatory input criteria for the generation of an Arrest Distribution 

Breakdown Report:  

 

o Arrest Date from: for Distribution 

o Arrest Date to: for Distribution 

o Report By: Agency or County 

o Agency: All, or by ORI 

o Offenses: Group A, Group B, Violent Crimes, Crimes Against Persons, Crimes Against 

Property, Crimes Against Society, Individual Offenses, etc. 

o By: Arrestee Sex, Arrestee Age, Arrestee Race, Arrestee Ethnicity, Arrestee Resident 

Status, Type of Arrest, Arrestee Armed With, Arrestee Disposition, etc. 

o Category - Two distribution criteria need to be selected (cannot be the same): 

▪ Arrestee Sex  

▪ Arrestee Age 

▪ Arrestee Race 
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▪ Arrestee Ethnicity 

▪ Arrestee Resident Status 

▪ Type of Arrest 

▪ Arrestee Armed With 

▪ Arrestee Disposition 

 

o Age Category: 

▪ Age Category (Juvenile/Adult/Unknown)  Note: May also be shown as 

‘FBI Specific Age Category (Juvenile/Adult/Unknown)’ 

▪ State Specific Age Category (Juvenile/Adult/Unknown) 

▪ Age Breakdown 

 

o Agency: or County Selection to run the report.  
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Note: The data results are shown in both donut and table chart formats. 

 

Arrestee Race by Arrestee Sex 

 
 

 
 
Note: The screenshot above was generated using test data and may not reflect actual results. 
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Arrestee Race by Arrestee Age 

 

 

Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Arrestee Age by Arrestee Sex 

 

 

Note: The screenshot above was generated using test data and may not reflect actual results.  
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Arrest Distribution  

Arrest Distribution enables users to run a distribution report of the chosen offense/offense group 

for the specific agency/county based on chosen distribution criteria. The distribution report 

enables an administrator to better understand the breakdown of crime based on various criteria. 

Some examples include: 

• the distribution of Sex Offenses related to arrests based on Arrestee Race 

• the distribution of all Offenses based on Arrestee Age to determine the most 

vulnerable age group 

The following input criteria are required to be entered for generation of report: 

 

• Arrest Date From 

• Arrest Date To 

• Report By: Agency or County 

• Agency: Agency ORI and name to run the report. Select the agency or county to run 

this report. Choose ALL to see data for all NIBRS agencies. 

• Offense: or Offense group for which the trend is being observed 

• Distribute By: Arrestee Age, Arrestee Ethnicity, Arrestee Sex, Arrestee Race, 

Resident Status, Type of Arrest, Disposition of Arrestee, Armed With 

• Age Category: (Age Category (Juvenile/Adult/Unknown), Age Breakdown 

Click the green ‘Generate Report’ button. The below sample report shows the 

distribution table for all group A offenses distributed by Arrestee Race during a specific 

time span. It also includes a distribution bar graph. Depending on the categories chosen 

in the ‘Distributed By’ dropdown above, the results may include bar graph or a pie chart 

of data results. 
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Note: The screenshot above was generated using test data and may not reflect actual 

results. 
 

Arrest Trends  

Arrest Trends report enables users to run a monthly trend comparison of arrests for the 

chosen offense/offense group for the specific agency/county. The trend report enables an 

analyst to better understand:  

• the increase or reduction in arrests 

• the impact of any changes made to patrol patterns 

The following input criteria are required to be entered for generation of report: 
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• Start Month-Year: for the trend chart 

• End Month-Year: for the trend chart 

• Search by: Agency/County (toggle switch) 

• Agency: or County Selection to run the report. Select the agency or county to run this 

report. Choose ALL to see data for all NIBRS agencies  

• Offenses: or Offense group for which the trend is being observed 

The below report shows the crime trend graph for all group A offenses generated for 

May 2019 to May 2020. It includes a crime trend graph with a hover-over option to show 

the value for each month. The values for each month are also captured in a table below. 

 

 

Note: The screenshot above was generated using test data and may not reflect actual results. 
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Crime Data Report 
 
Description 

 

The Crime Data report provides the option to generate different crime statistics yearly/half-

yearly/quarterly based on FBI report publication format. Depending on the state, this report may 

or may not be required. 

 

There are 11 different categories of reports that can be generated under Crime Data report and 

each category has various sub-categories within. 

 

Crime Data  

This report can be generated by providing the criteria shown in the screenshot below and then 

clicking on the green ‘Generate Report’ button.  

 

Categories and sub-categories: 

• Incidents 

o Incidents, Offenses, Victims and Known Offenders by Offense Category 

 

• Victims 

o Age Category by Offense Category 

o Age by Offense Category 

o Sex by Offense Category 

o Race by Offense Category 

 

• Offenders 

o Age Category by Offense Category 

o Age by Offense Category 

o Sex by Offense Category 

o Race by Offense Category 

 

• Arrestees 

o Age Category by Arrest Offense Category 

o Age by Arrest Offense Category 

o Sex by Arrest Offense Category 

o Race by Arrest Offense Category 
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• Relationship 

o Victims to Offenders by Offense Category 

 

• Location 

o Crimes Against Persons Offenses, Offense Category  

o Crimes Against Property Offenses, Offense Category  

o Crimes Against Society Offenses, Offense Category  

 

• Time of Day 

o Crimes Against Persons Incidents, Offense Category  

o Crimes Against Property Incidents, Offense Category  

o Crimes Against Society Incidents, Offense Category  

 

• Type of Weapon/Force 

o Offenses Involving Weapon Use, Offense Category  

 

• Circumstances 

o Murder and Non-Negligent Manslaughter and Aggravated Assault Victims, 

Offense Type  

o Negligent Manslaughter Victim  

o Individuals Justifiably Killed, Justifiable Homicide Circumstance by Aggravated 

Assault/Homicide Circumstance 

 

• Completed and Attempted 

o Number of Offenses Completed and Attempted by Offense Category 

 

• Clearances 

o Incidents Cleared by Offense Category 

 

• Period Type:  

 

            Yearly   Time Period: Actual year (i.e., 2019) 

Half Yearly Time Period: Actual year (i.e., 2019) First Half; Second Half 

Quarterly Time Period: Actual year (i.e., 2019) Q1, Q2, Q3, Q4 

Date Range Time Period: Actual month/day/year to month/day/year  

    (i.e., 11/01/2019 – 11/30/2019) 
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A sample generated report is captured below:  

 

 

Note: The screenshot above was generated using test data and may not reflect actual results. 
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To publish the Crime Data report to the state’s Public Portal (if applicable), click the blue 

‘Publish Report’ button: 

 

 
 

 

The ‘Publish Report’ screen appears. The ‘Effective Date’ shows the current date, but can be 

edited. The ‘Expiry Date’ defaults to one year out from the effective date, but can be edited to 

other dates and years by hovering the mouse over the Expiry Date field to see and click the 

dropdown arrow.  

 
 

A calendar appears for editing the month, day and year for when the report will be published: 

 

 
 

Once the blue Publish button is clicked the following confirmation in green appears: “Message – Report 

published successfully!” (as shown below): 
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Hate Crime Incidents, LEOKA Incidents, and Murder Incidents Reports 

Description 

These reports allow users to run Hate Crime, LEOKA and Murder Incidents Reports. The 

reports include: 

• Hate Crime Incidents Report 

• LEOKA Incidents Report 

• Murder Incidents Report 

Hate Crime Incidents Report 

This report example provides detailed per incident information about hate crime incidents in an 

agency or across the state in the selected time-period.  

 

The generation criteria for the report are: 

• Incident Date From 

• Incident Date To 

• Report By: Agency or County 

• Agency: Select one or ALL agencies 

 

A sample report is shown next for Hate Crimes across all state agencies. If a particular state 

has municipalities, then an additional column  

 

Note: The screenshot above was generated using test data and may not reflect actual results. 
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LEOKA Incidents Report 

This report example provides a detailed view of LEOKA (Law Enforcement Officer Killed or 

Assaulted) incidents by each ORI for the State in the selected period. It includes Agency Name, 

ORI Number, Municipality, Incident Number, Incident Date, Time, Location, Offense Description, 

Victim Sex and Age, Injury Type Description, Offender Sex and Age (Relationship of Victim to 

Offender Description), Type Weapon Force Involved Description; and Activity of Officer, 

Assignment of Officer, and ORI of Officer. 

 
 

The Criteria to generate this report are: 

• Incident Date From and Incident Date To 

• Report by (Agency or County) 

• Agency or County (ORI or county name/code) 

 

 
 

Note: The screenshot above was generated using test data and may not reflect actual results. 
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Murder Incidents Report 

 

This report example provides a detailed view of Murder Incidents by each ORI or County for the 

State in the selected period.  

 

Once a report is generated by “Agency,” it shows the Agencies by name, ORI, Municipality, 

Incident Number, Incident Date, Time, Location, Offense, Victim Sex and Age, Aggravated 

Assault Homicide Circumstances, Offender Sex and Age (Relationship of Victim to Offender), 

and Weapon Force Involved.  

 

Agency Version: 

 
 
Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Once a report is generated by “County,” it shows the Counties by name, Agency name, ORI, 

Incident Number, Incident Date, Time, Location, Offense, Victim Sex and Age, Aggravated 

Assault Homicide Circumstances, Offender Sex and Age (Relationship of Victim to Offender), 

and Weapon Force Involved.  

 

County Version: 
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Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Offense Density Report, Offense Distribution Breakdown Report, Offense 

Distribution Report, Offense Trends Comparison Report, Offense Trends Report, 

and YTD Comparison Report 

Description 

 

These reports allow users to run distribution, annual comparisons and trend analytics-type 

reports on NIBRS Group A (Incident), hate crime, LEOKA crime data, for use in statewide 

analytics, state annual publications, etc. The reports include: 

• Offense Density Report 

• Offense Distribution Breakdown Report 

• Offense Distribution Report 

• Offense Trends Comparison Report 

• Offense Trends Report 

• YTD Comparison Report  

 

 

 

Offense Density  

This report shows the geographic distribution of crime by county. This report shows hotspot 

areas for offenses. A user may choose multiple offenses, offense groups or all offenses for this 

report. All Crime Density rates are calculated per 1,000 population.   
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Offense Density report gives a state-wide overview of the density of the selected crime enables 

users to run a distribution report of the chosen offense/offense group for the specific 

agency/county based on chosen distribution criteria.  

 

o Year: The year for which the Crime Density map is required to be generated. 

o Offense: Offense, Offense group or All Offenses for which the crime density map is to be 

generated. 

 

 

Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Offense Distribution  

Offense Distribution enables users to run a distribution report of the chosen offense/offense 

group for the specific agency/county based on chosen distribution criteria. The distribution 

report enables an analyst to better understand the breakdown of crime based on various criteria 

to arrive at analytical conclusions. Some examples include: 

• The distribution of Group A Offenses by Offenses Attempted/Completed 

• The distribution of All Offenses based on Offender Age to determine the most 

vulnerable age group 

The following input criteria are required to be entered for generation of the report: 
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• Incident Date From: Start Date 

• Incident Date To: End Date 

• Report By : Agency or County 

• Agency: All or individual ORI 

• Offenses: Offense or Offense group for which the trend is being observed 

• Distribute By: Distribution Criteria 

o Offense Attempted/Completed 

o Offense Cleared 

o Location Type 

o Hate Bias Groups 

o Victim Age 

o Victim Ethnicity 

o Victim Sex 

o Victim Race 

o Victim Type 

o Victim/Offender Relationship 

o Offender Age 

o Offender Ethnicity 

o Offender Sex 

o Offender Race 

o Property Description 

o Property Value 

o Weapons/Force Used 

• Age Category: FBI Specific Age Category (Juvenile/Adult/Unknown), State Specific 

Age Category (Juvenile/Adult/Unknown), Age Breakdown 

 

A generated report based on criterion captured above is shown below: 



  Report Center  

                                                      ©Optimum Technology Inc., All Rights Reserved  135    

 

 
 

Note: The screenshot above was generated using test data and may not reflect actual results. 

 

 

Offense Distribution Breakdown  

 

This report displays two demographic characteristics instead of one. The report can drill down 

into any one characteristic and display the breakdown of a second characteristic. For example, 
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offenses distributed by day of the week can further be distributed by an hour of the day on that 

day. 

The following are the input criteria fields for the generation of an Offense Distribution 

Breakdown Report. Several examples with generated output are shown below: 
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Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Victim Race by Victim Sex 
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Note: The screenshot above was generated using test data and may not reflect actual results. 
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Victim Age by Victim Race  

 

 
 

 

 

 

Note: The screenshot above was generated using test data and may not reflect actual results. 
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Victim Race by Victim Ethnicity  
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Location by Day of Week 
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Note: The screenshot above was generated using test data and may not reflect actual results. 
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Offense Trends  

Offense Trends reports enable users to run a monthly trend comparison of the chosen 

offense/offense group for the specific agency/county. The trend report enables an analyst to 

better understand:  

• the increase or reduction in crime 

• the impact of any changes made to patrol patterns 

This analysis is useful to help forecast the volume of crime or analyze crime patterns. 

 
The following input criteria are required to be entered for generation of report: 

• Incident Month-Year: for the trend chart 

• Incident Month-Year: for the trend chart 

• Report by: Agency/County 

• Agency/County: for the which the trend chart should be generated 

• Offense: or Offense group for which the trend is being observed 

The below sample report shows the crime trend graph for all group A offenses  

generated for August 1, 2018 to August 31, 2019. It includes a crime trend graph with a 

hover-over option to show the value for each month. The values for each month are also 

captured in a table below. 
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Note: The screenshot above was generated using test data and may not reflect actual results. 
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Offense Trends Comparison Report 

 

The Offense Trends Comparison report enables users to run a monthly and annual trend 

comparison of the chosen offense/offense group for the specific agency/county. The trend 

report enables an analyst to better understand:  

• the increase or reduction in crime 

• the impact of any changes made to patrol patterns 

The following input criteria are required to be entered for generation of report: 

 

• Years: Set of years for which the trend chart needs to be generated 

• Report by: Agency/County 

• Agency/County: for which the offense trends comparison chart should be generated 

• Offenses or Offense group for which the trend is being observed  

 

The below sample report shows the crime trend graph for all group A offenses generated the 

years 2018-2019. The values for each month are also captured on the graph. 
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Note: The screenshot above was generated using test data and may not reflect actual results. 
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YTD Comparison  

 

The YTD or Year-to-Date Comparison Report allow users to compare data in a year-to-date 

format, i.e., comparison of the same data up to the chosen date with data up to the same date 

from a year ago.  

The following are the mandatory input criteria for the generation of a YTD Comparison Report: 

 

 

o Incident Month-Year: The month and year for which the YTD comparison occurs 

o Report by: Agency/County (Choose whether to run the report by Agency or County) (toggle 

switch) 

o Agency: Select the agency or county to run this report. Choose ALL to see data for all 

NIBRS agencies. 

o Report Type: The data for which the comparison is done: 

▪ Analysis of Offense Clearance 

▪ Offenses Known to Police 

▪ Value of Stolen Property by Time of Day — Burglary Classification 

▪ Report of Stolen and Recovered Property 

▪ Analysis of Offense against Person, Property and Society 

 

There are different reports that can be generated under YTD Comparison Report category.  

Analysis of Offense Clearance: This report provides a comparison of the offenses reported and 

cleared this year compared to last year with projected clearance rate.  

Offenses Known to Police: This report provides a comparison of the offenses and reported and 

cleared this year compared to last year with projected crime rate. 

Value of Stolen Property by Time of Day – Burglary Classification: This report provides a 

comparison of value of the stolen property involved in Burglary offenses based on time of day 

reported this year compared to last year. 

Report of Stolen and Recovered Property: This report provides a comparison of the stolen and 

recovered properties last year compared to this year with a projected percentage of properties 

recovered this year compared to last year.  

Analysis of Offense against Person, Property and Society: This report provides a comparison of 

the crimes committed against Person, Property and Society this year compared to last year. 
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Analysis of Offense Clearance Report 

 

This provides a Year-to-Date comparison of incidents reported and cleared for each NIBRS 

offense. 

To generate this report, follow the steps below: 

1. From the “Report Name” dropdown, choose the “Analysis of Offense Clearance” option. 

2. From the “Month-Year” field, choose the month-year with which you would like to 

compare the current year to date statistics. 

3. From the Agency dropdown, select the agency you want to generate this report for. 

Click the “Generate Report” button to generate the report. 

  

 
 
Note: The screenshot above was generated using test data and may not reflect actual results. 
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Offenses Known to Police Report 

This report provides a comparison of the offenses reported and cleared this year compared to 

last year with projected crime rate. 

To generate this report, follow the steps below: 

1. From the “Report Name” dropdown, choose the “Offenses Known to Police” option. 

2. From the “Month-Year” field, choose the month-year with which to compare the current 

year-to-date statistics. 

3. From the Agency dropdown, select the agency to generate this report for. 

4. Click on the “Generate Report” button to generate the report. 



NIBRS Agency User Manual 

 

 150                                                      ©Optimum Technology Inc., All Rights Reserved    

 

Note: The screenshot above was generated using test data and may not reflect actual results. 
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The generated report will display the following data results: 

1. Classification of Offense 

2. Offenses Reported 

3. Offenses Reported: in Current (Chosen) Year 

4. Offenses Cleared:  in Current (Chosen) Year 

5. Projected Rate/1000 

6. Last YTD 

7. Percent Change 

 

Value of Stolen Property by Time of Day – Burglary Classification  

This report provides a comparison of value of the stolen property by time of day – burglary 

classification reported this year compared to last year and the percentage changed. 

To generate this report, follow the steps below: 

1. From the “Report Name” dropdown, choose the “Value of Stolen Property by Time of 

Day Burglary Classification option. 

2. From the “Incident Month-Year” field, choose the month-year with which you would like 

to compare the current year-to-date statistics. 

3. From the Report By Agency or County dropdown, select the agency or county you want 

to generate this report for. 
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4. Click the “Generate Report” button to generate the report. 

 
Note: The screenshot above was generated using test data and may not reflect actual results 

 

The generated report will display the following data results: 

1. Offense Classification 

2. No. of Offenses for the offense for the chosen year 

3. Total Value of Stolen Property for the offense for chosen year 

4. No. of Offenses for the offense for the chosen year 

5. Total Value of Stolen Property for the offense for the chosen year 

6. Percent Change in no. of offenses for the year 

7. Percent change in property loss value for the year 

 

 

 

 

Value of Stolen and Recovered Property Report 
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This report provides a comparison of value of the stolen and recovered property based on type 

of property reported this current year (to date) compared to last year. 

To generate this report, follow the steps below: 

1. From the “Report Name” dropdown, choose the “Report of Stolen and Recovered 

Property” option. 

2. From the “Incident Month-Year” field, choose the month-year with which you would like 

to compare the current year-to-date statistics. 

3. From the Report By dropdown, select Agency or County 

4. From the Agency dropdown, select the agency you want to generate this report for. 

5. Click on the “Generate Report” button to generate the report. 

 
             Note: The screenshot above was generated using test data and may not reflect actual results 

The generated report will display the following data results: 
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1. Type of Property 

2. Value or dollar amount of Stolen and Recovered property for chosen year-to-date period 

compared to last year-to-date period 

3. Percentage recovered for the year-to-date 

4. Percentage recovered for last year-to-date 

 

Analysis of Offense against Person, Property & Society  

This report provides a comparison of the crimes committed against Person, Property and 

Society for up to a particular Incident Month-Year compared to the previous year. 

To generate this report, follow the steps below: 

1. From the “Report Name” dropdown, choose the “Analysis of Offense against Person, 

Property and Society” option. 

2. From the “Month-Year” field, choose the month-year with which you would like to 

compare the current year to date statistics. 

3. From the Agency dropdown, select the agency you want to generate this report for. 

4. Click the “Generate Report” button to generate the report 
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Note: The screenshot above was generated using test data and may not reflect actual results 

The generated report will display the following data results: 

1. Offense Description (separated by ‘Crimes Against Person, ‘Crimes Against Property,’ 

and ‘Crime Against Society’). For example, ‘Assault Offenses,’ ‘Homicide Offenses,’ 

Human Trafficking, etc. 

2. Year (previous year or incident year chosen) 

3. Months (Jan, Feb, Mar, etc.) 

4. Number of Offenses Per Month 

5. Group A Offense, Total (for previous year) 

6. Group A Offense, Total (for year chosen) 

7. % Change (for the two years) 
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Dashboard 
 

Description  

The Report Center (Crime) Dashboard, which is a sub module of the Report Center, presents 

users with an overview of: 

• Crime Rate per 1,000 Population: the number of crime offenses and the percentage of 

change in crime rate per County over a one-year period 

• Crime Count by Offense: list of offense and number of incidents per offense type for two 

back-to-back years, and the percentage of change  

• Crime Density by County for [Year]: the percentage of change per crime offense for a 

particular county from one year to another 

• Group A Trends Comparison: the change in Group A offenses per month per a particular 

year compared to another year’s months 

• Group B Trends Comparison: the change in Group B offenses per month per a particular 

year compared to another year’s months 

• Low and High Submission Trend: the number of low submission agencies and high 

submission agencies per month for a particular year to reveal a trend  

• Distribution Age by Sex: the criteria for an Agency (or all) and a date range 

• New Report: by clicking the + symbol a new report appears for creation by clicking the 

sprocket icon to  set the report criteria.  

 

An example of a Dashboard is shown next. 
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This information can be used for analytical purposes. 
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Note: The screenshot above was generated using test data and may not reflect actual results. 

 

Crime Rate by County and Offense 

 

The Dashboard’s Crime Rate page gives users a view of the crime rate percentage of change 

per county from one year to another (for example, from 2018 to 2019). The Crime Rate chart 

shows each county listed from A through Z, followed by the first-year column (i.e., 2016) and the 

second-year column (i.e., 2017), and then the percentage of change in the next column. The 

user uses the gray scroll bar to the right of the “% Change” column to scroll to the county of 

choice. Users click the County header to reveal up and down arrows to switch the order from A 

to Z or Z to A, or in the case of this example’s counties, from Alameda to Yuma.  
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Note: The screenshot above was generated using test data and may not reflect actual results. 

County: Name of the county 

2018: Number of Offenses in the county in 2018 

2019: Number of Offenses in the county in 2019 

% Change: Change in Crime rate from 2018 to 2019 

 

Click the up and down arrows next to the “County” header to change the counties from A-Z or Z-

A order.  

 

 
 

Use the gray scroll bar to the right to scroll through all of the state’s counties. 
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The Crime Count by Offense chart lists per offense the percentage of change from one year to 

another. The Offense column lists offenses from A to Z in ascending or descending alphabetical 

order. For example, the offenses listed range from Animal Cruelty to Weapons. The second 

column shows the first year’s total number of cases for that offense and the third column shows 

the second year’s. The fourth column shows the percentage of change (% Change) from the 

first year to the second.  

 

      
 

 
                                   

Note: The screenshots above were generated using test data and may not reflect actual results. 

 

Offense: Offense Type 

2016: Number of Offenses in the county in 2016 

2017: Number of Offenses in the county in 2017 

% Change: Change in Crime rate from 2016 to 2017 

 

 

Crime Density by County  

The Dashboard’s Crime Density by County chart shows the state’s shape (for example, Illinois) 

divided into the borders of each county. The user scrolls the mouse across the state to reveal 

each county, followed by the number of crimes reported per county. The user clicks a county to 

reveal the crime rate percentage of change between the two years shown, and also the 

percentage of change per offense listed for the two years identified. 
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The + and – signs above allow the user to zoom in and zoom out on the map. (The scroll wheel 

on a mouse can also zoom in and zoom out when the mouse’s pointer is placed on a particular 

county.) 

 

The bar above indicates the Crime Density Key, from 0 offenses to 10,000 offenses. 

 

  



NIBRS Agency User Manual 

 

 162                                                      ©Optimum Technology Inc., All Rights Reserved    

New Report  

 

The user picks a report type, a particular agency (or all), an offense or group of offenses, 

and a date range (last 1 year up to last 5 years) to create a new report for analytical purposes. 

Click the sprocket icon to start.  

  

   
 

                        
For example:  
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Chapter 10: Agency Admin 

Overview 

This chapter is applicable only to Agency Administrators 

 

Introduction  

The Agency Admin section is for agency administrators to view and manage 

agency information, add users, assign roles, maintain NIBRS errors, upload 

resource documents, and more. 

 

The Agency Admin section can be accessed from the menu bar on the left 

side of the screen. 

 

From the Agency Admin module, the user can view and perform various 

tasks as described in this chapter. 

 

Where in the Portal is the Agency Admin Section? 

 

Where is 

Agency 

Admin? 

The Portal’s Agency Admin section is located in the left menu bar. 

The user can access the Agency Admin section by clicking the down arrow 

as shown in the red highlighted box below. 
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Modules  

 

These sub modules are available in the Agency Admin section: 

 

 

 

 

 

Agency 
 
Description 
 
The Agency sub module enables the Agency Administrator to administer his/her agency’s 
details. 
 
The page consists of the below sections: 

• Agency: Overview of the agency’s basic details, for example, address, contact 

person etc., are managed in this section 

• Agency Users: Details about the agency’s officers and employees using the 

system are managed in this section.  

• Agency Employee Statistics: Annual Statistics pertaining to agency staff are 

stored and managed in this section. 

 

 
 

 

Agency 
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This section consists of all details pertaining to the agency. As an Agency Admin, one can 

update or add data, if any, into the fields and click on ‘Save Agency’ button to save the changes. 

 

 
 

This section captures the following details: 

• Agency Name:  Name of the Agency for which the report has been generated 

• ORI Number: The unique identification number of the agency 

• Contact Name: Of the agency’s contact person 

• Street: as per the agency’s address 

• City: as per the agency’s address 

• State: as per the agency’s address 

• ZIP: as per the agency’s address 

• County: as per the agency’s address 

• Phone: the primary contact number of the agency 

• Phone Extn: the phone extension of the agency or particular user (if applicable) 

• Fax: primary fax number of the agency 

• Email: primary contact email for the agency 

• Chief Name: contact name of agency chief or sheriff 

• Chief Email: email address of agency chief or sheriff 

• Upload Entry: set toggle switch to Yes or No 

 

Agency Administrators are expected to keep these details updated. 
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Agency Users Section 

 

This section consists of all the basic details of the users pertaining to the agency like their First 

Name, Last Name, Login Name and Email address. Administrators can also: 

• Add a new user to the agency. 

• Update details of an existing user. 

A sample screenshot of the Agency Users section is shown below: 

 

It shows the following details: 

• Login: User’s login used to access the system 

• First Name: First Name of the user 

• Last Name: Last Name of the user 

• Email: Email address of the user 

• Delete: Garbage can icon to delete an agency user’s contact information 

• View: small arrow to click to view user’s profile information. 

 

Procedure: View/Update Agency Users and Add New User 

Follow the steps below to View Agency Users and add a ‘New User’. The Agency Admin can 

add, edit and remove user information, assign roles, maintain employee statistics and set 

preferences based on user’s role.  

Step Action 

1  Agency can be accessed through the Menu bar on the left side of the screen. 
From the Agency Admin section, click the down arrow and click Agency. Scroll 
down to the “Agency Users” table. 
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2  The Agency Users are listed above. To add a new user, click 
‘New User’ below the Agency Users grid. 
 

 
 

3  The ‘New User Information’ page appears. The Agency Admin can now add 
Login, First Name, Last Name and Email address for the new user. Once done 
click ‘Create User’. 
 

 
 
For the example below, the Agency Admin created a New User with the login 
‘Jane_Doe’. The Agency admin added the first name, last name and email 
address. The email address was then repeated for confirmation. 
 

 
 
Click ‘Initiate User’ button.  
 

 
 
The New User Information appears: 
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Now the Agency Admin clicks the ‘Complete User Setup’ button: 
 

 
 
If everything is entered okay, the Agency Admin receives a confirmation from 
the repository: 
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4   
Editing a user will also be discussed in “Users” section. Once the User 
Information is entered and a new user is created, the Admin is directed to the 
Profile page where the newly added user’s information and roles are displayed 
as shown in the above screenshot. Roles will be described in the Roles 
section. 
 

 
 
The Edit Agencies page opens. From here, the new agency user’s login, first 
name, last name and email address are visible (see ‘Jane_Doe’ login below): 
 
 

 
 
Note: The new user will receive a welcome email with the login URL and other 
pertinent access information.  
 
From this page, the person with permission at the agency to edit new user 
information can click the arrow in the View column of the new user to add, edit 
or remove user information such as job title and phone numbers, and other 
Communications, Data Editing preferences, Roles, Agency assignments, and 
Login Preferences.  
 
 

5  Continue to scroll down to the Roles and Agencies sections. Here the Agency 
Admin can assign specific roles and active agencies to this user by clicking the 
black left arrows in the right panel so they get added to the left panel, as 
highlighted in red below.  
 

 
 
Click ‘Save User Profile’ button once complete. 
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Consents 
 

Description 
 
Consents are used to take the agency user’s acceptance of any terms and conditions before 

using the system. Any consent created by the person who has permission to create it will be 

visible to the respective agency’s users. The agency user will need to acknowledge these upon 

the first login. For a newly created consent, the agency user will see it when he or she first logs 

in after the consent is created. The consent page is captured below. 

 

 

Search Criteria 

• Description: Or Subject of the consent 

• From Date: Start date of the consent (mm/dd/yyyy) 

• To Date: End date of the consent (mm/dd/yyyy) 

• Published: Is the consent published or not 

• Active: Whether the consent is active or not 

 

Agency Consents Table Columns 

• Description: Or Subject of the consent 

• Active: Whether the consent is active or not 

• Published: Is the consent published or not 

• View: Small arrow to click to view details of the consent 
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Procedure: To search for or create a new consent: 

Step Action 

1  Consents can be accessed through the Menu bar on the left side of the screen. From 

the Agency Admin section, click the down arrow and click Consents. 

 

2  The Search Criteria section and Consents section appear. On the Search Criteria 

section, the user with permission can enter the description or partial content of the 

description to search for a specific Consent message. The ‘From Date’ and ‘To Date,’ 

and the ‘Published’ and ‘Active’ YES/NO dropdowns help narrow down the search. 

 
 

 

Click the ‘Search’ button to search for the Consent. 

3  The Agency Consents section brings up the search result for the search performed 

on the data grid. To create a new Consent, click the ‘New Agency Consent’ button. 
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4  The user with the permission can create a new consent.  

 
Fill out the Consent Form: 

• Enter the Description (or title) of the consent. 

 
 

• Enter a message related to the consent. 

 

 

• Mark the consent Active or Not Active. 

 

• Click ‘Create Consent’. 

A consent can be created but set as ‘Not Active’. ‘Not Active’ just hold the 

consent in the grid within the list of created consents. It also means that the 

text within the consent can still be edited, added to, or changed. The new 

consent appears in the Agency Consents grid, as shown in the top line: 

 

• Click the small arrow to the right of the newly created consent to open, review 

and/or edit.  
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• Once complete, click the ‘Save Consent’. 

 

• Click ‘Publish’ once the message is ready to be published. 

 

(Or, click ‘Return to List Agency Consents’ to go back to the list of consents 

page.) 

 

Note: Once the ‘Publish’ button is clicked that consent’s text cannot be edited, as 

shown in the next screenshot. 

5  A confirmation message will be shown, for example: 

 
The ‘Active’ toggle switch is automatically activated to ‘Yes’ as shown above. 

(It can be switched to ‘No’ if the agency admin does not want the consent activated 

until another time. Click the ‘Save Consent’ button again to make it inactive, if 

needed.) 

 

Or, with the toggle switch set to ‘Yes’, click the ‘Save Consent’ button. 
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6  If the consent is active, the user will see the consent upon entry into the repository: 

 
 

7  Click the ‘Agree’ toggle switch to ‘Yes’ to agree to the consent. 

 

8  Then click the ‘Agree’ button to enter the repository.  

 
(The repository Home Page will then appear.) 

9  Note: The user should only click the ‘Disagree’ button if truly disagreeing with the 

consent. The user will then be unable to access the repository. 

 

 

 

News 
 

Description 

 

The user with permission (i.e., Agency Admin) can create News items which will be visible to 

users of his/her agency. The news page is captured below. 

 

Search Criteria 

• Date From: The date for the news item to start showing in the repository’s home page 

• Date To: The date for the news item to stop showing in the repository’s home page 

• Headline: The headline of the news 
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Agency News 

• Start Date: The start date for the news to start showing on the repository’s home page 

• End Date: The start date for news to stop showing on the repository’s home page 

• Headline: The headline of the news 

 

Procedure: To create new Agency News or search for existing news: 

Step Action 

1  From the Portal’s Agency Admin section, click the down arrow and News.  

 

 

2  Enter Search criteria to search for Existing news in the below grid: 

 

3  Click ‘Search’ to access news item. 

4  Click ‘New Agency News’ to create a New News Item 

 

5  The ‘New Agency News’ page appears below: 
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New Agency News: 

• Enter content in the Headline field. 

• Select a Start Date and End Date from the calendar control 

(mm/dd/yyyy). 

• Enter content in the Message field. 

 

• Click green ‘Create News’ button. 

 
• Click purple ‘Return to List Agency News’ button.  

 
• This returns to the list of News messages. 

• The Start Date, End Date and Headline of the message created 

appear. 

• Click the blue arrow at the right end of the message to make any 

changes. 
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For example: 

 

6  Check the repository’s Home Page for the News item: 

 

 

 

Resources 
 

Description 

The user who has permission can upload any document to the Resources page for his/her 

agency users to access. The agency users will see these resources on the Home Page and 

under their username in the top right of the home page.  

How to access resources as a user is discussed in the Resources chapter.  

Note: The user with permission to create Resources is required to have the necessary software 

to open the file. For example, to view a Word document file, Microsoft Word must be installed on 

the computer. 
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Table Columns  

• Name: Given assigned to the file by the administrator while uploading the file 

• File Name: Of the uploaded file 

• Content Type: File Type e.g., .doc, .pdf, .xlsx, etc. 

• Delete: Garbage can icon to delete agency resource  

• View: Click blue arrow to view more details of the agency resource. 

 

Procedure:  How to Search for, Upload a New Agency Resource, or Delete a Resource  

Step Action 

1  From the Portal’s Agency Admin section, click the down arrow and then Resources. 

 

2  The Agency Resources section appears. The page contains five columns: Name, 

File Name, Content Type, Delete, and View.  

 

To view or edit an existing Resource file, click the blue arrow on the right side of the 
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screen.  

 

3  The Edit Agency Resource section appears. The Admin can edit the Resource Title, 

the Description, and File name, and then click the green “Save Resource” button at 

the bottom right and then click the purple “Return to List Agency Resources”. Or, 

the file can be downloaded by clicking the blue “Click to Download File” option at 

the bottom left. 

 

4  To upload a resource document for the agency, the user with permission must first 

return to the ‘Resources’ page and then click the green ‘New Agency Resource’ 

button. 

 

 

5  The Upload Resource page appears. 

 

 

1. Enter Resource Title and Description. 

2. Click ‘Browse’ and upload the file. 

3. The document gets added to the Resource page. 

4. Click ‘Return to List Agency Resources’.  

This takes the user with permission to create Resources back to the data grid 

where the new, uploaded document is listed 
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6  To delete any document in the data grid, click the trash can icon. 

 

7  Click the Home link to see the new Resource in the Resources section. For 

example: 

 

 

 

Roles 
 

Description  

 

Roles are the main tool used by the user who has permission to grant privileges to a user group. 

This is where he or she will create or modify roles to enable users from his/her agency to 

perform certain tasks. (e.g., create a user with access to only data submission, so that he/she 

can contribute to monthly data reporting for the agency.)  

 

Search Criteria: 

• Role: Role name created by the user who has permission to create roles. 
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Table Columns 

• Description/Role Name: Name of role created by the agency user who has permission 

to create the role. In the following example, this person is called an Agency Admin. 

 

Procedure: To create a new role or edit an existing role: 

Step Action 

1  The Agency Admin can search for a role. Click ‘Search’ at the bottom to activate the 
search. 
 

 
 
 

2  The role description appears below. To see what system functions are assigned to this 
role, click the blue arrow to the right, as highlighted in red below: 

 
 

3  The System Functions assigned to the role are shown below. (None are assigned in 
case of a new role): 
 

 
More system functions can be assigned to the role by clicking the Available System 
Functions (see black back arrows) in the right panel to push the system functions to 
the left panel.  Move the system functions from the left panel to the right to remove a 
role. 
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If a new role needs to be assigned, click the purple ‘Return to Roles’ button found 
above the screen. 
 

4  To create a New Role and assign system functions to that role: 
 

1. The ‘Roles’ page appears with a list of existing roles. 
 

2. Click the green ‘New Role’ button at the bottom of the page to create a new 
role.  

 

 
5  The Role page appears and the user with permission to create roles can enter the 

name of the role and click the green ‘Create Role’ button or click the purple ‘Return to 
Roles’ button at the bottom. 
 

 

 
 

6   
Now the Role System Functions page appears. The System Functions can be 
assigned by clicking the black arrow from the ‘Available System Functions’ panel on 
the right and push the selected function to the ‘System Functions Assigned to this 
Role’ on the left side. Multiple functions can be assigned. There are purple ‘Add All’ 
and ‘Remove All’ buttons at the bottom, if needed. 
 

 
 
Now the system functions have been successfully added to the newly role created: 
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Click the ‘Save Role’ button. 

 
 
Click the ‘Return to Roles’ button: 
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Users 

 
Description  
 
Users who have permission (i.e., Agency Administrators) can create new user profiles for 
persons from their agency to access the system, or update and make profile changes for 
agency’s users. 

 
Table Columns 

• Login: Login Name of the user 

• First Name: First name of the user 

• Last Name:  Last Name of the user 

• Email: Email ID of the user 

• View: Small arrow to click and view details about the user 

 

Procedure:  To search for a user: 
 

Step Action 

1  First search for a user in the ‘Search Criteria’ section. Enter a login, or email address, first or 

last name and click the ‘Search’ button. 
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2  Locate the user in the ‘My Users’ data grid (see screenshot below) and click the arrow at the 

right side of the page to see details of the user’s profile 
 

 

3  For example, click the arrow for user ‘LeahUser’:  

 
 

4  User Information, Communication Preferences, Edit Data Editing Preferences, Roles, Agencies, 

etc., appear. 

 

 
 

The detail page includes the following sections: 

• User Information 
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• Communication Preferences 

• Data Editing Preferences 

• Login Preferences 

• Roles 

• Agencies 

 

Use the gray scroll bar at the right side of the page to see the bottom sections (Roles and 

Agencies), if needed. The user with permission can edit details in the above sections and click 

the ‘Save User Profile’ button. User detail is updated and saved. 

 

5   “New Users” can be created from within the agency as discussed earlier in this chapter. 
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Chapter 11: Agency Logging 

Overview 

This chapter is applicable only to those with permission to monitor activities within the 

Repository.  

 

Introduction With ‘Agency Journal’ and ‘User Sessions’ pages, the user with permission 

can monitor activities performed by his/her agency users in the system. 

 

Where in the Portal is Agency Logging? 

 

Where is 

Agency 

Logging? 

Agency Logging can be accessed in the left menu on the portal. 

 

 

 

There are two modules within the Agency Logging section: 

1. Agency Journal 

2. User Sessions 

 
 

Agency Journal Page 
 

The Agency System Journal maintains a log of activities performed by one’s agency’s users in 

the system, for example logging into the system, or a failed attempt as logging into the system.  

 

The table captures the following details: 

• Event: Type of event 
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• Event Date/Time 

• Description of the event: Detailed description of the event 

• Agency Name: Name of the agency associated with the event 

• First Name: of the person associated with the event 

• Last Name: of the person associated with the event 

• Blue Arrows: Click a blue arrow to access a detailed view page of the event the row 

refers to. 

 

Procedure: How to View a Specific Agency System Journal Event. 

Step Action 

1  In the example below, the user clicks the arrow for the Event journal entry titled 

‘User added to Agency’:  

 

2  The following page appears for viewing purposes: 

 

3  After viewing the Journal page, the user clicks the ‘Return’ button to return to the   

Agency Journal Events grid where more Agency Journal event entries can 

clicked.  
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User Sessions 
 

Description 

The User Sessions modules enable the user who has permission to view a complete timeline of 

his/her agency’s user’s session accessing the system. 

 

 

Search 

A Search box is available in the User Sessions module to help agency administrators search for 

their user’s sessions.  

 

From Search Criteria section the Agency Admin can look up a user to see their session by 

entering data in the following fields: 

• Login: of the user being looked for 

• First Name: of the user being looked for 

• Last Name: of the user being looked for  

• Login Date (Start): Start date for the search 

• Login Date(End): End date for the search 

 

A sample screenshot of the Search Criteria section is shown below: 
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Once the user specifies the criteria to use when searching (whether by login, Email, First Name, 

Last Name, Login Date [Start] or Login Date [End]), a Search can be initiated by clicking 

‘Search’ located under the Search Criteria page as shown above.  

 

Procedure: Search User Session and View Specific Information about a User. 

Step Action 

1  Enter one or more of the criteria specified below: 

1. Login 

2. First Name 

3. Last Name 

4. Login Date (Start): mm/dd/yyyy 

5. Login Date (End): mm/dd/yyyy 

 

2  Click ‘Search’. 

 

 

The Agency User Sessions Data Grid consists of the following columns: 

 

• First Name: Of the user 

• Last Name: Of the user 

• IP Address: Of the user’s machine 

• Login Date/Time: Of the user 

• Last Access: time when the user last accessed the system 

• View: The last column in the grid has small blue arrows. Click to access a detailed 
view page of the event that row refers to. 
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Procedure: How to View Agency User Sessions. 

 

Step Action 

1  After clicking the ‘User Sessions’ module from the Portal’s ‘Agency Logging’ section, 

the ‘Agency User Sessions’ page is shown. Click on the blue arrow to see a journal 

entry. 

 

2  The ‘View User Session (Agency)’ and User Activity details are listed below. 

 

3  Once viewed, click the purple ‘Return’ button. 

 

View User Session (Agency) 

 

The View User Session Agency page captures details of the user’s session including all the 

activities that he or she performed. The user session includes an overview of the session, and 

the user activity details chart shows complete details of the activities.   
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• User Session ID: unique ID of the session 

• Agency Name: name of the user’s agency 

• IP: user’s IP address 

• Last Name: of the user 

• Login Time: date and time the user logged in 

• Last Access: time when the user last accessed the system 

• Browser: type of browser used by the user (e.g., Chrome) 

• Browser Version: version number 

• Browser Type: specific browser type 

• Browser Platform: the operating system of the user 

• User Agent: software that is acting on behalf of the user 

 

User Activity 

The user activity details section contains details about each activity the user performed. 
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Chapter 12: FAQ 

Overview 

 

Introduction FAQ  

 

The FAQ section is a quick, go-to help for Frequently Asked Questions 

pertaining to a particular topic in the Repository.  

 

FAQ can be accessed through the Menu bar. 

 

Where in the Portal is the FAQ Section? 

 

Where is FAQ? The Portal’s FAQ section is located in the left menu bar at the bottom and 

is called FAQ. 
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Description 

 

 

The ‘FAQ’ page provides a quick reference to Frequently Asked Questions. 

 

The FAQ Page has the following sections: 

• Search: To search the FAQ questions. 

• Top 10 Questions: Most frequently asked questions. 

• Categories: One click access to all questions under specified categories. 

 

Search 

 

Search section consists of a text box field where the user can type in the questions or keywords 

for clarification or answers.  

 

Procedure: Follow the steps to Search and Read an FAQ. 

Step Action 

1  In the Search box type any question or keyword related to the UCR Repository. 

 

2  Click Search. 
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3  The Search results are updated in the grid below. 

 

4  Click the arrow next to ask a question.  

 

5        The answer is displayed.  
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Categories 

 

Categories section consists of specific topics to see the answers for.  

 

 

Procedure:  Follow the steps to Search and Read an FAQ. 

Step Action 

1  Click one of the categories, for example, ‘General’: 

 

2  User can see all questions related to category ‘General’. Click the down arrow to open the section 

to view the answers.  

 

3   The answer is displayed  

 

 

 

 


